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REVISION SUMMARY/ RATIONALE

SABRe 3 is revised to incorporate the new clause structure and requirements of BS/EN/ISO 9001:2015 (Quality
Management Systems Requirements).

FOREWORD

SABRe 3 (Supplier Management System Requirements) is the external-facing element of the Kongsberg
Maritime CM Management System. The purpose of SABRe 3 is to formally communicate specific Kongsberg
Maritime CM requirements and expectations to the external supply chain.

The latest version along with all relevant supporting material, including forms and templates are available to
view and download from the Kongsberg Maritime CM Global Supplier Portal (GSP) at
https://kongsberg.com/en/maritime/about-us/for-suppliers/.

The external provider, hereafter referred to as Supplier, shall demonstrate compliance with the minimum
standard of Business behaviours, Health, Safety and Environmental practices, applicable laws and regulations
and act in a way that is ethical and corporately responsible as specified in the Kongsberg Maritime CM Supplier
Code of Conduct which is available to view and download from the Global Supplier Portal (GSP).

Notice To Suppliers (NTS) is the method used by Kongsberg Maritime CM to communicate information to the
external supply chain network. Each NTS is designated a unique number to identify its contents from other
documents. All NTS’ can be found on the home page of the Global Supplier Portal (GSP). NTS documents
should be viewed regularly (at least every 30 days), a record of review and action (if required) shall be
maintained.

INTENDED APPLICATION

SABRe 3 is a set of requirements that promotes continuous improvement, defect prevention and the reduction
of variation and waste in the Kongsberg Maritime CM external supply chain.

INTRODUCTION

SABRe 3 consists of 2 sections:

Section 1: General Requirements are based on the structure of, and presupposes adherence to, BS/EN/ISO
9001:2015. It also reflects generic requirements of applicable Marine Classification Societies. These
requirements are specific to Kongsberg Maritime CM and are additional to those already contained in the
international standard.

Section 2: Advanced Product Quality Planning (APQP) and Production Product Approval Process (PPAP)
relates to several requirements within section 8 of BS/EN/ISO 9001:2015. It embodies the concepts of error
prevention and continuous improvement. APQP and PPAP are applicable where specifically identified as a
requirement of the Purchase Order and will be supplied to the Supplier when applicable.

Documented information (records) shall be retained in accordance with requirements in Appendix B.

Forms, templates and guidance are available on the Global Supplier Portal (GSP).

0.1 General
Comply with BS/EN/ISO 9001:2015

0.2 Quality Management Principles
Comply with BS/EN/ISO 9001:2015

0.3 Process Approach
Comply with BS/EN/ISO 9001:2015

0.3.1 General
Comply with BS/EN/ISO 9001:2015
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0.3.2 Plan-Do-Check-Act Cycle
Comply with BS/EN/ISO 9001:2015

0.3.3 Risk Based Thinking
Comply with BS/EN/ISO 9001:2015

0.4 Relationship with Other Management System Standards
Comply with BS/EN/ISO 9001:2015

SECTION 1 — QUALITY MANAGEMENT SYSTEMS REQUIREMENTS
1 SCOPE
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Section 1 is applicable at all times when supplying products and / or services to Kongsberg Maritime CM.

Suppliers shall ensure that the requirements set out within this document are cascaded to all levels of the
supply chain, and validate that the contractual requirements have been met in all sub-tiers.

2 NORMATIVE REFERENCES
Comply with BS/EN/ISO 9001:2015

3 TERMS AND DEFINITIONS
Comply with BS/EN/ISO 9001:2015

Refer to SABRe definitions for additional information. This document is available to view and download from the
Global Supplier Portal (GSP).

4 CONTEXT OF THE ORGANISATION

4.1 Understanding the Organisation and its Context
Comply with BS/EN/ISO 9001:2015

4.2 Understanding the Needs and Expectations of Interested Parties
Comply with BS/EN/ISO 9001:2015

4.3 Determining the Scope of the Quality Management System

Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Hold a Kongsberg Maritime CM and / or Third Party approval appropriate to their type of supply as
stipulated in Appendix A.

b) Establish a documented Quality Management System (QMS) that is independently assessed and certified
by a Certification Body as stipulated in Appendix A. The Certification Body must be properly accredited by
an Accreditation Body to provide audit and certification of Quality Management Systems.

4.4  Quality Management System and its Processes

Comply with BS/EN/ISO 9001:2015
5 LEADERSHIP

5.1 Leadership and Commitment
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5.1.1 General
Comply with BS/EN/ISO 9001:2015

5.1.2 Customer Focus
Comply with BS/EN/ISO 9001:2015

5.2 Policy

5.2.1 Establishing the Quality Policy
Comply with BS/EN/ISO 9001:2015

5.2.2 Communicating the Quality Policy
Comply with BS/EN/ISO 9001:2015

5.3 Organisational Roles, Responsibilities and Authorities
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Define the personnel responsible for product quality (across all production shifts) and ensure that they have
the authority to stop production to correct quality problems as they arise.

b) Define the personnel responsible for metrology and measurement functions of the business and ensure that
they are independent from manufacturing operations, reporting directly to the senior management. Refer to
ISO 10012 for further information.

6 PLANNING

6.1 Actions to Address Risks and Opportunities
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Establish Business Continuity Plans (BCP) that ensures the organisation can continue to operate in the
event of a serious incident, and is able to recover to an operational state within a reasonably short period.

b) Inform their Kongsberg Maritime CM Purchasing contact immediately regarding the following:

e Changes to Third party or other party certification including, lapse / withdrawal / major audit findings

Change of the nominated Quality Representative

Significant change to the Quality Management System

Change in ownership or discontinuation of Business activities

Risks that could impact upon the continuity of the Supplier’s Business / operations

Breaches of IT Security systems (Cyber Security)

Risks with the supply of substances used in the production or physical make-up of products, due to

laws and regulations concerning the control or use of such substances that may be published from

time-to-time.

c) Ensure that chemical substances constituting or contained in products supplied to Kongsberg Maritime CM
are not restricted under Annex XVII of REACh (Registration, Evaluation and Authorisation of Chemicals),
and similar applicable legislation such as Conflict Minerals.

d) Provide sufficient information / data as to enable Kongsberg Maritime CM to comply with its own obligations
under any applicable legislation related to the use of chemicals, including that associated with hazardous
materials in products.

e) Ensure that data related to the use of substances and mixtures that has been provided to the Supplier by
Kongsberg Maritime CM is passed onto sub-tier / subcontract Suppliers (when applicable).

f) Submit Risk Register and Business Continuity Plans to Kongsberg Maritime CM on request.

6.2 Quality Objectives and Planning to Achieve Them
Comply with BS/EN/ISO 9001:2015

© Kongsberg Maritime CM 2018 Page 6 of 21 Edition 3, Rev. 1.2



SABRe

Supplier Management System Requirements

6.3 Planning of Changes
Comply with BS/EN/ISO 9001:2015

7 SUPPORT
7.1 Resources

7.1.1 General
Comply with BS/EN/ISO 9001:2015

7.1.2 People
Comply with BS/EN/ISO 9001:2015

7.1.3 Infrastructure
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) lIdentify key process equipment! and provide resources and capacity for machine / equipment and tooling
maintenance. Develop and execute an effective maintenance system?.

b) Use a multi-disciplined team to develop robust project plans when implementing new plant, facilities or
equipment.

c) Assess production feasibility to ensure that product can be produced in accordance with the standards,
specifications and tolerances specified by Kongsberg Maritime CM or relevant industry standards.

d) Refer to sections 6 and 8, when planning, developing and implementing new technology with respect to
opportunities for new manufacturing technologies and the design and development of products and services.

NOTE 1: Key equipment may be defined as where the Supplier has single point capability.

NOTE 2: A maintenance system can include: planned maintenance activities; identification and provision of
critical spare parts; identification and control of all safety-critical plant and equipment; the use of equipment
performance metrics and objectives; the use of predictive maintenance or other relevant techniques to improve
equipment performance to meet objectives.

7.1.4 Environment for the Operation of Processes
Comply with BS/EN/ISO 9001:2015

7.1.5 Monitoring and Measuring Resources
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Ensure that monitoring and measurement resources are acceptable by performing Measurement
Systems? Analysis (MSA).

b) Ensure that automated measurement system inspection programmes are independently verified, and
programmers are independent to those who create production programmes. Programmes shall be
independent, equipment doesn’t need to be.

c) Ensure that monitoring / measuring equipment used for the final verification / inspection of product is
independent to those used for product measurement during production activities or will be re-calibrated /
verified prior to use where independence cannot be achieved.

d) Check monitoring / measuring equipment against a calibrated reference of known size and form at planned
intervals between calibration events.

e) Perform a review of measurement capability when tolerances, personnel or environmental conditions have
changed.

NOTE 1: The Supplier may refer to AS 13003 or other recognised measurement uncertainty analysis
methods.

NOTE 2: See section 7.1.5 on Global Supplier Portal (GSP) for forms and guidance.
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7.1.6 Organisational Knowledge
Comply with BS/EN/ISO 9001:2015

7.2 Competence

Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Establish a business skills matrix to identify key areas for succession planning.
7.3 Awareness

Comply with BS/EN/ISO 9001:2015

7.4 Communication
Comply with BS/EN/ISO 9001:2015

7.5 Documented information

7.5.1 General
Comply with BS/EN/ISO 9001:2015

7.5.2 Creating and Updating
Comply with BS/EN/ISO 9001:2015

7.5.3 Control of Documented Information
Comply with BS/EN/ISO 9001:2015

Kongsberg Maritime CM revisions of specifications are available to view and download from the Global Supplier

Portal (GSP).

Supplemental Requirements
Suppliers shall:
a) Comply with the current revision of documents / specifications at the date of product launch or any further
revisions thereafter.
b) Comply with the export control regulations as published on the Global Supplier Portal (GSP).
c) Control records related to Kongsberg Maritime CM product and / or service in a manner that will allow the
timely recovery of a readable version of any records (including electronic records) by ensuring that:
e Records are retrievable on request within 24 hours
e Documents / records requiring authorisation by Kongsberg Maritime CM are written in English or dual
language (i.e. the Supplier’s national language plus an accurate English translation made from the
original document / record)
d) Ensure that hand-written amendments to records are dated, named and signed in ink, with the original
information being legible after the change.

8 OPERATION

8.1 Operational Planning and Control
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Suppliers shall:
a) Plan and schedule product and / or services in order to meet Kongsberg Maritime CM requirements.
b) Ensure that production planning / scheduling includes (but is not limited to) the following:
e Sales and operation planning
e Master production schedule
e Material requirements planning
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e Control of purchasing activities
e Control of production activities
c) Establish a process to plan and manage production capacity that includes (but not limited to) the following:
e Availability of resources for labour and equipment
e The impact of new product introduction / product introduction on available capacity
d) Resolve discrepancies between the available capacity and the demands of Kongsberg Maritime CM.
e) Monitor the effectiveness of labour, equipment and processes to ensure planning assumptions are accurate
and enable feedback into the planning process.
f)  Communicate (flow down) production schedule information to subcontractors / sub-tier Suppliers.
g) Review and respond to Kongsberg Maritime CM supply chain future schedules.

8.1.1 Product Safety

Supplemental Requirements
Suppliers shall:
a) Plan, implement, and control the processes needed to assure product safety, as appropriate to the
organisation. These processes include:
e Hazard identification, including reactive and proactive methods
e Analysis, assessment, and control of safety risks associated with identified hazards
¢ Identification and management of changes that may impact product safety
o Assessment of the effectiveness of safety management processes
e Provision of training on product safety responsibilities to relevant personnel
¢ Communication of product safety information, including safety-critical information, safety events,
and changes to safety procedures, as applicable
o Reporting of safety events to the customer, authorities, and Classification Societies in accordance
with customer and regulatory requirements
b) Notify the Kongsberg Maritime CM Purchasing contact immediately when undertaking any maintenance,
repair or overhaul activities of any potential unsafe conditions.
¢) Retain documented information determined as being necessary for the effectiveness of product safety
management.

8.1.2 Prevention of Counterfeit Parts

Supplemental Requirements

Suppliers shall:

a) Document their counterfeit parts prevention process and ensure it includes a mechanism for reporting
counterfeit and / or suspected counterfeit parts to Kongsberg Maritime CM within 24 hours of discovery.

8.2 Requirements for Products and Services

8.2.1 Customer Communication
Comply with BS/EN/ISO 9001:2015

8.2.2 Determining the Requirements Related to Products and Services
Comply with BS/EN/ISO 9001:2015

8.2.3 Review of Requirements Related to Products and Services
Comply with BS/EN/ISO 9001:2015

8.2.4 Changes to Requirements for Products and Services
Comply with BS/EN/ISO 9001:2015

8.3 Design and Development of Products and Services

Product design and development requirements are applicable to suppliers authorised by Kongsberg Maritime
CM to create design definitions, using their own design rules and standards within the constraints defined in this
document and / or the Kongsberg Maritime CM contract / Purchase Order.

8.3.1 General
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Comply with BS/EN/ISO 9001:2015

8.3.2 Design and Development Planning
Comply with BS/EN/ISO 9001:2015

8.3.3 Design and Development Inputs
Comply with BS/EN/ISO 9001:2015

8.3.4 Design and Development Controls
Comply with BS/EN/ISO 9001:2015

8.3.5 Design and Development Outputs
Comply with BS/EN/ISO 9001:2015

8.3.6 Design and Development Changes
Comply with BS/EN/ISO 9001:2015

8.4  Control of Externally Provided Processes, Products and Services

8.4.1 General
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Suppliers shall:
a) Select, manage and monitor key subcontractor / sub-tier Suppliers through the following controls:
e Assess sub-tier Supplier’s capability prior to placing orders
e Undertaking oversight prioritised based upon risk
e Evaluate root cause activities where non-conformances occur
e Measure performance:
> Delivered product quality
» Customer disruptions / customer returns
» Delivery schedule performance
e Conduct load and capacity reviews with key subcontractor / sub-tier Suppliers annually or following
significant load increase
e Take appropriate containment and corrective action with poorly performing subcontractor / sub-tier
Suppliers
b) Specify the supporting documents required with the purchased product or service confirming compliance to
specifications.

8.4.2 Type and Extent of Control
Comply with BS/EN/ISO 9001:2015

8.4.2.1 Work Transfers

Supplemental Requirements
Control of Work Transfer (Source Change) is not applicable to:
e Purchased standard catalogue hardware or deliverable software
A proposed source that holds a current valid First Article Inspection Report (FAIR) for the product
Raw material purchased from a stockist / distributor
Global Indirect contracts

Suppliers shall:

a) Establish, implement, and maintain a process to plan and control the temporary or permanent transfer of
work, to ensure the continuing conformity of the work to requirements. The process shall ensure that work
transfer impacts and risks are managed.

b) Complete and submit the form(s) associated with this activity to their Kongsberg Maritime CM purchasing
contact
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¢) Ensure that no change takes place until the Supplier has submitted and received approval to proceed from
Kongsberg Maritime CM.

d) Ensure that work transfer documentation / information are communicated along the Purchase Order
cascade.
NOTE: See section 8.4.2.1 on Global Supplier Portal (GSP) for forms and guidance.

8.4.2.2 Verification of Externally Provided Processes, Products and Services

Supplemental Requirements
Suppliers shall:
a) Have a receipt inspection process to verify that the purchased product meets the purchaser’s requirements

8.4.3 Information for Suppliers
Comply with BS/EN/ISO 9001:2015

8.5 Production and Service Provision

8.5.1 Control of Production and Service Provision
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Use a cross-function team to develop control plans® for the production processes for each product, which
defines the controls to be used in advance of producing the product, ensuring that the control plan includes
(but is not limited to) the:

e Part/ process humber

e Process name / operation description

e Product / process characteristics

¢ Control method (including authorised reduced or sample inspection)

b) Comply with the requirements defined within Kongsberg Maritime CM Process Specifications (RPS) for
control of special processes (e.g. Heat Treatment, Painting and Welding). Where applicable, contact your
Technical Authority for copies of the relevant specifications.

NOTE 1: A single control plan may apply to a group or family of products that are produced by the same
process at the same source. The Supplier may refer to AS 13004 for guidance relating to Control Plans.

8.5.1.1 Control of Equipment, Tools and Software Programs

Supplemental Requirements

Suppliers shall:

a) Establish a system for the management of pre-production and production tooling, jigs and fixtures that includes
(but is not limited to) the following:
e Unique tool identification

Validation of tool prior to release for production

Protection from damage and deterioration during storage

Maintained as fit for purpose

Storage and retrieval

Tool set-up

Tool life control / tool-change programmes

Tool design modification documentation, including engineering change level

Tool modification and revision

b) Ensure that tooling, jigs and fixtures owned by Kongsberg Maritime CM and / or Kongsberg Maritime CM
customers (including shared ownership) are controlled as shown above, plus the following:

Identified as Kongsberg Maritime CM owned

Tooling register established

Used only for Kongsberg Maritime CM applications

Audited annually (stock take) and periodic preservation / condition checks for tooling held in storage

Modifications only after written authorisation by Kongsberg Maritime CM

Disposal only after written authorisation by Kongsberg Maritime CM
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e Provision of tool information (including photographic information) to Kongsberg Maritime CM on request

851.2 Production Process Verification

Supplemental Requirements
Suppliers shall:

a)
b)

c)
d)

f)
a)

Plan the inspection and test requirements related to product measurement. These requirements shall be

agreed with the Kongsberg Maritime CM Technical Authority prior to commencing work.

Ensure product verification / inspection activities requiring accurate visual inspection are performed in

lighting conditions that provide a white light intensity of not less than 500 LUX.

Perform First Article Inspection Report (FAIR) activity at the end of the production process.

Measure all characteristics of the final product.

e Characteristics not measurable (i.e. inaccessible) in the final product shall be independently measured
in the production process prior to becoming inaccessible. If subsequent production operations (e.g.
welding or heat treatment) have the potential to affect these characteristics, the Supplier shall obtain
agreement from Kongsberg Maritime CM on whether additional verification is required

Perform FAIR on a single part.

e When itis not physically possible to perform a FAIR on a single part, measurement results from more
than one part shall only be used when all parts have been manufactured using the same engineering
definition, Bill of Material, supply chain and production method. The FAIR report shall be annotated to
signify the use of more than one part and provide traceability of the parts used

Perform a Last Article Inspection Report (LAIR) at the request of Kongsberg Maritime CM.

Only release product into Kongsberg Maritime CM against an approved FAIR.

NOTE: Suppliers may refer to AS/EN/SJAC 9102 for guidance relating to FAIR.

NOTE: See section 8.5.1.2 on Global Supplier Portal (GSP) for forms and guidance.

Fixed Production Method
Suppliers shall:

a)

b)

Where specified in the product definition, ensure Fixed Process Control is observed. Fixed Process Control
relates to the Engineering Control of Manufacturing Source and Method for Classified Parts.

Complete and submit the form(s) associated with this activity to their Kongsberg Maritime CM Technical
Authority (see forms) for approval prior to any change to source and / or method of production.

NOTE: See section 8.5.1.2 on Global Supplier Portal (GSP) for forms and guidance.

Vision Standards
Suppliers shall:

a)

b)

c)
d)

f)

Ensure Non Destructive Testing (NDT) personnel are examined in accordance with the applicable Non
Destructive Testing NDT personnel qualification and certification standard, e.g. SNT-TC-1A, 1SO9712.
Weld inspectors and personnel performing visual inspection to detect material discontinuities are included
in this category.

Ensure non-NDT personnel engaged in product verification and inspection activities are examined at three
(3) yearly intervals. Eyesight acuity shall be a minimum of Curpax N5, Jaeger #2 or equivalent in at least
one eye and when using both eyes together. Colour vision perception shall be examined at five (5) yearly
intervals.

Ensure welding personnel are examined at annual intervals. Eyesight acuity shall be a minimum of Curpax
N5, Jaeger #2 or equivalent for near vision, Snellen 20/30 or equivalent for far vision.

Ensure Vision tests are performed by suitably trained and qualified personnel. For NDT personnel, this
duty shall be performed by individuals designated by the Responsible Level 3 or a qualified medical
practitioner.

Ensure Vision correcting eyewear, e.g. glasses, contact lenses, etc. used to pass the vision examination
are worn when performing product verification / inspection activities. Any changes to vision correcting
eyewear will require a re-examination before being used. The use of darkened lenses or those that darken
on exposure to light are prohibited.

Ensure that where personnel fail a colour perception examination, their capability to distinguish and
differentiate colours used in performance of applicable product verification / inspection activities is
determined and documented.

8.5.2 Identification and Traceability
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Suppliers shall:
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a)

b)

Control the unique and serialised identification of the product when required to do so as specified in the
Kongsberg Maritime CM product definition.

Where product is provided by Kongsberg Maritime CM, accept the release documentation from Kongsberg
Maritime CM as sufficient evidence of product traceability up to the point of the release documentation
being created. In such cases, it is not necessary to verify test reports and original raw material
manufacturer source certificates.

NOTE: See section 8.5.2 on Global Supplier Portal (GSP) for forms and guidance.

8.5.3 Property Belonging to Customers or Suppliers
Comply with BS/EN/ISO 9001:2015

8.5.4 Preservation
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Suppliers shall:

a)
b)
c)
d)
e)

f)
a)
h)

Provide secure storage facilities for product, equipment, tools and material.

Ensure the conditions of storage prevent deterioration and damage of stored items.

Assess the condition of product in stock at appropriate planned intervals in order to detect deterioration.
Ensure that access to storage facilities is restricted to authorised personnel.

Deliver product using a transportation method agreed with Kongsberg Maritime CM.

Use appropriate transport to ensure that the product is delivered in a timely manner and ensures that the
product will be received in a condition that is fit for purpose.

Ensure that products are packaged to a standard that provides adequate protection against damage,
deterioration and tampering during shipment, storage and distribution.

Ensure that the product packaging is labelled to a standard that provides adequate identification and
traceability of the product.

Establish work instructions to ensure that the packaging and labelling of the product is performed in a
consistent and acceptable manner.

Comply with the latest version of the Protection, Packaging and Labelling document location on the Global
Supplier Portal (GSP) where no other protection, packaging or labelling requirements are defined in the
Purchase Order or Product Definition.

NOTE: See section 8.5.4 on Global Supplier Portal (GSP) for guidance.

Foreign Object Damage (FOD)
Suppliers shall:

a)

b)

Evaluate the potential for Foreign Object Damage (FOD) within the manufacturing process, and where
applicable, establish a process for the development and implementation of plans and programmes to
prevent FOD related hardware damage covering all production areas. They will be responsible for ensuring
the following are implemented:

e Production FOD process review

Training of FOD practices

Clean-as-you-go working practices

Material handling and product protection

Tool / hardware accountability

Lost items search and documentation process

Inspection for foreign objects in work areas, components, and assemblies as appropriate

Ensure that all incidents of actual or potential FOD are reported and investigated.

8.5.5 Post-Delivery Activities
Comply with BS/EN/ISO 9001:2015

8.5.6 Control of Changes
Comply with BS/EN/ISO 9001:2015

8.6

Release of Products and Services

Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
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Suppliers shall:
a) Provide separate release documentation with each delivery to Kongsberg Maritime CM.
b) Ensure that the release documentation:;
e Is written in English or in a language specified by Kongsberg Maritime CM
e Islegible and protected from damage / deterioration
e A copy of the Certificate of Conformity (CoC) is placed on the outside of the secondary packaging and
a copy inside the secondary packaging
e Contains the following information as a minimum:
Unique traceable document reference number
Supplier's name, address and telephone number
Delivery address
Kongsberg Maritime CM Purchase Order number (including Purchase Order item number)
Kongsberg Maritime CM plant and storage location (when specified)
Description of the product (as referenced on the Kongsberg Maritime CM Purchase Order)
Part number (as referenced on the Kongsberg Maritime CM Purchase Order)
Kit number (when applicable) — plus a list of part numbers, quantities, serial numbers
Traceable reference (serial, batch, lot, heat, cast numbers - as applicable)
Quantity
Date of despatch
Conformance / compliance statement!
Name and signature of person authorised to release the product to the Customer
c) Provide additional information (when applicable):
e FAIR
e Modification, repair scheme, or service bulletins
e Classification certification or product classification
e Deviation Permit or concession number
e Hazardous substances / safety data sheet (safety data sheet to be provided)
e Shelf life (cure date, batch, group) — no mixed cure dates / batches
e Virus-free declaration (for computer software)
e Cross reference to the original raw material manufacturer’'s name (stockists / distributors)
e Cross reference to customer name and Purchase Order (material processors)
d) Provide a certificate of analysis or raw material manufacturer’s certificate with the shipment of raw material
that contains the following:
e Traceable reference to batch, lot, heat, cast numbers
¢ Chemical analysis including constituent elements and percentages

e Physical analysis (i.e. stress strain data)

e) Provide any additional product or material certification as required by the relevant Classification Society.
NOTE 1: Typical compliance statement: “Certified that the whole of supplies hereon have been inspected /
tested and unless otherwise stated, conform in all respects to specification, drawing and Purchase Order
requirements”.

VVVVVVVVVYVVYYVY

8.7 Control of Nonconforming Outputs

Supplemental Requirements

Suppliers shall:

a) Establish a method of detection and feedback of product nonconformities or process noncompliance.

b) Take necessary actions to fully contain problems within 48 hours.

¢) Immediately notify their Kongsberg Maritime CM purchasing contact and their Kongsberg Maritime CM
Technical Authority (or other impacted customers) of any delivered nonconforming product and confirm that
the notification has been received by Kongsberg Maritime CM.

d) Segregate any undelivered nonconforming product and hold until a response related to the disposal of the
product has been received from Kongsberg Maritime CM.

e) Stop shipment of product when notified of non-conformance by Kongsberg Maritime CM until appropriate
corrective action has been established.
NOTE: For product nonconformities identified by Kongsberg Maritime CM associated cost of non-quality
charges as published on the Global Supplier Portal (GSP) may apply.

8.7.1 Nonconforming Outputs
Comply with BS/EN/ISO 9001:2015

8.7.2 Nonconforming Documented Information
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Comply with BS/EN/ISO 9001:2015

8.7.3 Deviation Permits and Concessions

Supplemental Requirements

Suppliers shall:

a) Ensure that written authorisation has been granted by their Kongsberg Maritime CM Technical Authority
prior to the shipment of a product which does not conform to specified requirements.

b) Complete and submit the form(s) associated with this activity to their Kongsberg Maritime CM Purchasing
contact (see forms).

c) Take appropriate corrective action and document the same within the Concession form and / or Deviation
Permit.

d) Mark the product (if required) as indicated on the Deviation Permit / Concession.
NOTE: See section 8.7.3 on Global Supplier Portal (GSP) for forms and guidance.

8.7.4 Control of Re-Worked (In Production) Product

Supplemental Requirements

Suppliers shall:

a) Rework product in accordance with controls specified within the process specifications on the product
definition or to an agreed rework procedure authorised by Kongsberg Maritime CM.

b) Ensure that instructions for rework, including re-verification / inspection requirements are accessible to and
utilised by the appropriate personnel.

9 PERFORMANCE EVALUATION
9.1 Monitoring, Measurement, Analysis and Evaluation

9.1.1 General
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Establish a visual management process that will provide feedback to everyone involved in the process. This
should include (but not be limited to) current status, flow of work, priority and the performance of the
process so it can be assessed and understood.

9.1.2 Customer Satisfaction
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements

Suppliers shall:

a) Monitor quality, delivery and Cost of Non-Quality (CoNQ) performance using Key Performance Indicators?.

b) Develop production process performance metrics that monitor (but is not limited to) the following:

e Cycle-time and lead-time adherence

e Process yield rates (% scrap, % rework)
e Product % Right First Time

e Sub-Tier Suppliers performance

¢) Monitor performance metrics in accordance with customer expectations / targets (where specified).

d) Feedback performance metrics within the business to drive process improvement.

e) Use performance metrics to maintain accurate planning parameters.

f) Inform their Kongsberg Maritime CM Purchasing contact immediately when it is identified that delivery
schedules are not (or will not be) achieved?. A recovery plan must then be submitted within 24 hours to the
Kongsberg Maritime CM Purchasing contact when requested.

NOTE 1: Where Kongsberg Maritime CM has provided the Supplier with a scorecard the Supplier will use the
scorecard as a key performance indicator.

NOTE 2: Where performance consistently and / or significantly falls below agreements and / or expectations

the Supplier shall be subject to the requirements of the Red Flag process, details of which will be
communicated.
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9.1.3 Analysis and Evaluation
Comply with BS/EN/ISO 9001:2015

9.2

Internal Audit

Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Suppliers shall:

a) Establish an annual audit programme (product and process audits) that includes internal production and
subcontract activities, to verify compliance to Kongsberg Maritime CM contracts. The audit programme shall
be created and prioritised based on product and process risk.

b) Conduct cross-functional (e.g. quality, design and manufacturing) product audits at appropriate stages of
production using a product that has been selected at random from the current production process and
covering all significant products to determine the following:

e Production method provides a record to demonstrate that all operations are complete

e Verification / inspection records demonstrate that all operations are appropriately verified
o Dimensional acceptability to product definition

e Visual acceptability to product definition

¢ Functional performance test to product definition (where applicable)

¢) Audit each manufacturing process to determine if the resources and controls used to transform inputs into
outputs are effective and comply with requirements.

d) Have internal auditors who are appropriately trained and competent to perform audits.

e) Establish specific checklists to be used for each audit.

f) Increase audit frequencies when internal / external nonconformities or customer complaints occur.

g) Take immediate action when an audit identifies a product non-conformance.

h) Take appropriate corrective action within 90 days for all nonconformities, or prior to shipment of product where
product quality may be affected.

9.3 Management Review

9.3.1 General

Comply with BS/EN/ISO 9001:2015

9.3.2 Management Review Inputs
Comply with BS/EN/ISO 9001:2015

9.3.3 Management Review Outputs
Comply with BS/EN/ISO 9001:2015

10

Improvement

10.1 General
Comply with BS/EN/ISO 9001:2015

10.2 Nonconformity and Corrective Action
Comply with BS/EN/ISO 9001:2015

Supplemental Requirements
Suppliers shall:

a)
b)

<)
d)

Perform problem solving activities to establish the root cause of nonconformities.

On request of Kongsberg Maritime CM submit a Problem Improvement Request Report (PIR) report! for any
Concession / Deviation Permit application to Kongsberg Maritime CM Technical contact within 30 days.
Submit a PIR report? for all product quality escapes.

Ensure the continuity of supply of conforming product to Kongsberg Maritime CM, while all non-conformities
are being investigated.
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NOTE 1: The Supplier may use the Kongsberg Maritime CM Problem Improvement Request Report (PIR),
8D or equivalent alternative form. Supplier may refer to AS 13000 for guidance relating to Problem Solving
Requirements.

NOTE: See section 10.2 on Global Supplier Portal (GSP) for forms and guidance.

10.3 Continual Improvement
Comply with BS/EN/ISO 9001:2015
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Appendix A — Quality Management System Certification Requirements

Supplier Type

Kongsberg
Maritime CM
Approval
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© Kongsberg Maritime CM 2018

Components or Products for development programs (e.g. for bench test, rig test,
demonstrator, destructive testing).

Yes

1ISO 9001 or agreed equivalent

Materials Testing Laboratory (dynamic and non-dynamic testing)

ISO/IEC 17025 or Equivalent National Accreditation, or relevant
Classification Society Approval

Non-destructive test houses (i.e., facilities that only perform NDT) for development
programs (e.g. bench test, rig test, demonstrator

Production Components or Products - all classifications and commaodities

1ISO 9001 or agreed equivalent

ISO 9001 or agreed equivalent

Sub-tier suppliers

ISO 9001 or agreed equivalent

Proprietary Parts Manufacturer

ISO 9001 or agreed equivalent

Standard Parts Manufacturer

1ISO 9001 or agreed equivalent

Metallic Material Manufacturer

Mill Source: ISO 9001, Materials Testing Laboratory: ISO/IEC
17025 or Equivalent National Accreditation, or relevant
Classification Society Approval

Non-metallic Material Manufacturer

Mill Source: ISO 9001, Materials Testing Laboratory: ISO/IEC
17025 or Equivalent National Accreditation, or relevant
Classification Society Approval

Casting & Forging manufacturers

Casting/Forging Source: ISO 9001, Materials Testing
Laboratory: ISO/IEC 17025 or Equivalent National Accreditation,
or relevant Classification Society Approval

Stockist / Distributor

1ISO 9001 or agreed equivalent

Deliverable software

Integrator

1ISO 9001 or agreed equivalent

ISO 9001 or agreed equivalent

Materials Testing Laboratory (Acceptance and release of production material,
Chemical, Metallographic, Mechanical testing)

ISO/IEC 17025 or Equivalent National Accreditation, or relevant
Classification Society Approval

Materials Testing Laboratory (Dynamic testing)

ISO/IEC 17025 or Equivalent National Accreditation, or relevant
Classification Society Approval

Non destructive test houses (i.e., facilities that only perform NDT)

ISO 9001 or agreed equivalent

Design senice providers

1ISO 9001 or agreed equivalent

Inspection and measurement senices

ISO/IEC 17025 or Equivalent National Accreditation or agreed
equivalent

Calibration laboratories

chain

Page 18 of 21

ISO/IEC 17025 or Equivalent National Accreditation or agreed
equivalent

"KM Approval Requirements” and "Audit Required" columns relate to 1st tier providers (suppliers) only. "Minimum 3rd Party Approval Requirements" applies to the entire supply

Edition 3, Rev. 1.2



SABRe

Supplier Management System Requirements

Appendix B — Minimum Document Retention Periods

Category A - Indicates the record will be retained for statutory or regulatory requirements. The minimum time
period for a Category A record relating to products will be ten years after the product type is withdrawn from use

Category B - Indicates the record will be retained for business requirements. The retention period for Category
B records will be six years however this may be adjusted based on the business requirement.

Clause Document / Record SABRe Edition 3
Reference cume eco Archiving Category

Records of risk management B
Records of training and competence Period of employment +3 years
Review of requirements related to the product

Records of purchasing / subcontracting
Records of work transfer

Records of receipt inspection and supporting documentation

Records of control plans

Tooling control records

Records of production process \erification
Records of identification and traceability
Records of release documentation

Records related to the control of nonconforming output
Records of deviation permits / concessions

Records of reworked product

Records of internal audits

WL (> |>(>|>[(>|>|0|>|0|(T|m|w

Records of corrective action
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Appendix C — Requirements for SOFTWARE suppliers

If you are supplying any type of Software to Kongsberg Maritime CM, you shall follow the requirements included in
this file attached to this document:

!
o

KM 2019 SABRe
Appendix C_Software

© Kongsberg Maritime CM 2018 Page 20 of 21 Edition 3, Rev. 1.2



SABRe

Supplier Management System Requirements

Change History

Revision Date Description of Change

Author

Owner

Approval

Appendix C for Software suppliers

1.2 01 April 2019 included

M. Martinez

M. Martinez

R. Mohamed

Minor changes to add in link to forms
and guidance as well as some
corrections to the content including
removal of record statement in
various sections: Introduction, 7.1.3,
7.2,8.2.3,8.5.1.1 and Appendix B.

1.1 19 June 2018

A. Wall

A. Wall

P. Adkins

New edition to accommodate the

1.0 2 April 2018 latest changes to 1ISO9001:2015

A. Wall

A. Wall

P. Adkins

Document Update Policy

revision number (e.g., revision 1.0 to revision 1.1).

This document may be updated periodically. Major updates will be indicated by an increase to a higher revision
number (e.g., revision 1.0 to revision 2.0). Minor updates and corrections will be indicated by a decimal change in the

Copyright

The information contained in this document remains the sole
property of Kongsberg Maritime CM AS.

No part of this document may be copied or reproduced in any form
or by any means, and the information contained within it is not to
be communicated to a third party, without the prior written consent
of Kongsberg Maritime CM AS.

Disclaimer

Kongsbherg Maritime CM AS endeavours to ensure that all
information in this document is correct and fairly stated but does
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Appendix for Marine Software
Suppliers

Revision 1.0 KONGSBERG
18t April 2019

Overview

As SABRe document needs to cover wide area of suppliers some points are to general or may not be
applicable for software providing suppliers. This document was created to aid such suppliers and provide more
specific guideline of understanding Kongsberg Maritime CM SABRe requirements.

Intended Application

This appendix is applicable together with SABRe for suppliers, who provide direct deliveries for Kongsberg
Maritime CM Ship Intelligence.

Introduction
This document consists of 5 sections:

Section 1 — Changes for SABRe: This section lists all additional requirements that needs to be fulfilled by
software suppliers — this requirements are specification of SABRe generally wrote points. For easier
comparison corresponding SABRe clause and it's specification within this document has same clause number.
In case of SABRe point is deemed not applicable for software suppliers it is clearly stated within this appendix
under the clause with the number of mentioned SABRe clause.

Section 2 — Software Quality Level Assessment: This Section explains how to assess Software Quality Level
(SQL) for developed software. SQL affects Life Cycle Data and some requirements.

Section 3 — Software Life Cycle Data: This section explains what data needs to be stored based on SQL.

Section 4 — Criteria for Internal Review and Verification of the Design: This sections provides list of reviews
criteria based on SQL

Section 5 — Validation of Incorporated Software: This section provides overview of software validation based on
SQL
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Section 1 — Changes for SABRe
5 LEADERSHIP

5.3 Organisational Roles, Responsibilities and Authorities

Personnel performing software V&V shall have the necessary resources, responsibility and expertise, and
independence from the person(s) who designed and developed the software product or performed the activity
being subjected to V&V.

Organisation and Resource Management:
The Supplier shall maintain mechanisms, systems or procedures to manage approved signatories for all
applicable documentation / products. These mechanisms shall:
¢ Maintain an active signatory list that is widely available
e Maintain records of past signatories
Define experience and training requirements for approval signatories

6 PLANNING

6.1  Actions to Address Risks and Opportunities

The supplier shall ensure that the operational environment appropriately protects the software against
unauthorised access and tampering or otherwise inform Kongsberg Maritime CM of any potential threats where
the operational environment is out of scope of their activities.

SABRe clauses 6.1 c), d), e) deemed not applicable for software.
7 SUPPORT
7.1 Resources

7.1.3 Infrastructure

The supplier shall define, implement and maintain a development environment to support software development
activities, including services that include, as applicable:

e software development and verification tools and utilities;

e equipment, tools, software and utilities for backup, archiving and storage;

e integrity verification tools and utilities (e.g., virus protection/checking, digital signatures, secure hash
algorithms, CRC);

The supplier shall identify the software tools required to support the software design and development process,
including the following:

e identify the versions of tool used;

e consider COTS vs. bespoke software tools;

¢ have a mechanism to control updates, configuration and changes to tools.

When there is a need to transfer information between the supplier and Kongsberg Maritime CM, then the
supplier shall ensure that the tools used are compatible with those used by Kongsberg Maritime CM.

7.1.5 Monitoring and Measuring Resources

SABRe clause 7.1.5 a), c), d), e) deemed not applicable for software.

7.2 Competence

Personnel working on Software projects for Kongsberg Maritime CM (e.g., Engineering, Quality, Technical
Checkers, Testers) shall be Suitably Qualified, Experienced Engineers, who are qualified by education,
experience, and training appropriate for the criticality, complexity, customer and regulatory requirements and
other relevant attributes of the associated software product and activities, and to decide which tools to use,
including the procedures that they operate, and the standards they adhere to.
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7.5 Documented information

7.5.3 Control of Documented Information

Server locations needs to comply with export control regulations published on the Global Supplier Portal (GSP).
The Supplier shall treat all Design Technical Data as category A records unless otherwise agreed by
Kongsberg Maritime CM.

8 OPERATION
8.1  Operational Planning and Control

8.1.1 Product Safety

The safety assessment shall be used to classify the product and elements within it based upon the
consequence of the failure modes. The supplier shall either utilise their own classification scheme or adopt the
Kongsberg Maritime CM scheme for safety classification. Regardless of the scheme or method used,
Kongsberg Maritime CM shall approve the classification of the part. The safety classification shall be used to
focus effort on reducing safety risk.

The product shall be designed such that all of the safety requirements are satisfied. Verification shall be
provided for each Safety Functional Requirement. Should the Supplier encounter difficulties in satisfying any
safety requirement, this shall be raised with Kongsberg Maritime CM at the earliest opportunity so that the
implications can be considered and a solution determined. The Supplier shall apply the As Low As Reasonably
Practicable (ALARP) principle in developing the product and in satisfying the safety requirements. The Supplier
shall demonstrate to Kongsberg Maritime CM how the ALARP principle has been applied as part of the safety
assessment.

Any events at any time that question the safety assessment or verification shall be investigated and addressed.

The Supplier shall maintain mechanisms for the identification and resolution of all product safety problems.
Where there are implications for product safety, they shall be reported to Kongsberg Maritime CM at the earliest
possible opportunity.

The Supplier shall report all findings relating to the Product’s safe and reliable operation, identified at any stage
in the Product’s life (from design through to maintenance/overhaul), to the Kongsberg Maritime CM Buyer within
24 hours of their discovery. The communication shall be titled “NOTIFICATION OF POTENTIALLY UNSAFE
CONDITION”.

The Supplier’s interpretation of any finding relating to safety or reliability will be welcomed by Kongsberg
Maritime CM; however, as the type certificate holder/Technical Approval Authority for the product, Kongsberg
Maritime CM will make the final judgment on whether there is an actual risk to safe and reliable operation.

Where Kongsberg Maritime CM considers that a risk to the Product’s safe and reliable operation exists; the
Supplier shall initiate customer protection measures and work collaboratively with Kongsberg Maritime CM on
corrective actions necessary to eliminate the risk.

The Supplier shall provide all necessary information and assistance to Kongsberg Maritime CM, and/or to any
third parties identified by Kongsberg Maritime CM, to investigate Product Safety findings related to or affecting
the supplier's Product.

The Supplier shall implement any actions in relation to its Product's design, manufacture, repair, maintenance,

or inspection that are considered necessary, by either the Supplier or Kongsberg Maritime CM, to resolve any
Product safety concern.

8.1.2 Prevention of Counterfeit Parts

SABRe clause 8.1.2 deemed not applicable for software.
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8.2 Requirements for Products and Services

8.2.3 Review of Requirements Related to Products and Services

The Supplier shall formally review all Kongsberg Maritime CM Technical Requirements through a demonstrable
process, performed in accordance with planned and agreed arrangements. The Supplier shall:
e Ensure that the requirements are complete (or, where this isn't the case, that there is clear indication
and rationale)

e Ensure that the requirements are unambiguous, adequate, and not in conflict with each other
e Confirm that it has the capability to meet the requirements.
e Confirm that it has the means of verifying compliance with the requirements.

The Supplier shall communicate any issues or high-risk items with the Kongsberg Maritime CM Technical
Requirements to Kongsberg Maritime CM at the earliest possible opportunity.

The Supplier shall have mechanisms to ensure its Design and Development outputs maintain demonstrable
compliance with all Kongsberg Maritime CM requirements. The supplier shall:
¢ Maintain mechanisms to demonstrate complete requirements traceability.

e Maintain mechanisms for the incorporation of new/updated requirements released in accordance with
planned and agreed arrangements.

Any variances to requirements and change recommendations and rationale shall be documented in ways that
are controlled, traceable and retrievable.

As part of its requirements review process, the Supplier shall
e confirm that Software requirements, including interface requirements are verifiable, traceable to, and
compliant with parent requirements;

e confirm that the methods for authorising and tracking changes to software related requirements are
defined.

Joint Technical reviews shall take into account the following stages, tailored to match the specific stage and
attributes of a project as agreed with Kongsberg Maritime CM:

¢ Project Launch

e Software Requirements Review

e Preliminary Design Review

e Critical Design Review

e Test Readiness Review

¢ Review Verification and Validation

e Software Release/Conformity Review

e Review Lessons Learned or End of Sprint Review

The Supplier shall perform competent internal reviews of all work products and outputs from their Software
Design process and provide evidence for the relevant Software Quality Level that their review process:
e takes into account the set of design methods and tools listed below:
o express software requirements in unambiguous terms;
o translate the requirements into a software design;
o provide traceability and verification of the software requirements;
o minimise error;
o phase independent activities for safety critical software.
e verifies that specified requirements have been implemented;
e assesses the suitability of proposed technical solutions;
e verifies the solution conforms to any applicable external standards;
e verifies source code complies with the design;
e assesses the suitability of the code implementation;
o verifies the level(s) of forward and backward traceability appropriate for the SQL of the software.

Further details on the criteria for internal reviews according to SQL are contained in Section 4.
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The Internal Design Review team within the Supplier shall consist of personnel as defined for the relevant
Software Quality Level in Section 4.

The Supplier shall provide a Software Lifecycle Data package to Kongsberg Maritime CM for approval and
agree with Kongsberg Maritime CM the software artefacts to be delivered as part of a release of software.

8.3 Design and Development of Products and Services

8.3.1 General

The Supplier shall maintain appropriate mechanisms for risk assessment and mitigation to the satisfaction of
Kongsberg Maritime CM throughout the Product's Design and Development and in-service lifecycles. The
Supplier shall collaborate with Kongsberg Maritime CM to:

¢ Define risk assessment criteria and ratings

e Identify, record, prioritise, track, and mitigate project and technical risks

e Assign owners and resolve risk mitigation actions

¢ Regularly communicate risk assessments and mitigation progress to appropriate Kongsberg Maritime

CM project teams

The Supplier shall demonstrate an agreed product quality planning process, in which findings from DFMEA and
PFMEA are fed back into the design process.

The Supplier shall review and update its DFMEA and PFMEA in response to any Engineering change and
provide Kongsberg Maritime CM with the update.

A Failure Modes, Effects and Ciriticality Analysis (FMECA) will be produced for each product. The contract will
specify whether Kongsberg Maritime CM or the Supplier will be responsible for FMECA production. Where
Kongsberg Maritime CM produce the FMECA, they will feedback any findings or conclusions to Suppliers.

For those design characteristics identified in the DFMEA, PFMEA, and/or FMECA as having significant failure
consequences (i.e. the component would be a Classified Part), and where required by Kongsberg Maritime CM,
the Supplier shall comply with RRES 90000 (RRES 92000 for Submarines Business).

All Risks identified by the DFMEA, PFMEA, and FMECA shall be recorded, tracked, and mitigated through
inclusion in the Supplier’'s Risk Management System.

The Supplier shall produce or update its DFMEA and/or its PFMEA in response to known in-service/quality
issues or as otherwise agreed between Kongsberg Maritime CM and the Supplier.
8.3.2 Design and Development Planning

The Supplier shall demonstrate a structured plan (e.g. project plan with phases, Milestones and agreed dates,
sometimes referred to as IPPR landscape within Kongsberg Maritime CM) to identify and control actions which
are necessary to ensure that projects meet customer and business requirements.

The plan shall be appropriately governed with a defined functional representation (Stakeholders) based on the
activities defined to meet the requirements.

The Supplier shall have a defined escalation route for the resolution of any actions that have been predicted to
exceed their timescales.

Any open actions recorded through this process shall be reported to Kongsberg Maritime CM if they cannot be
resolved in the agreed timescales.
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8.4 Control of Externally Provided Processes, Products and Services

8.4.1 General

The Supplier shall demonstrably flow down all applicable Kongsberg Maritime CM Technical (including
regulatory) and contract-specific process requirements to its sub-tier suppliers.

The Supplier shall self-approve sub-tier suppliers to create design definitions, using the sub-tier's own design
rules and standards, only where formal Kongsberg Maritime CM Technical Approval Authority has been given.

If authorised by each Kongsberg Maritime CM Technical Approval Authority to do so, when the Supplier
authorises a sub-tier Supplier to create design definitions of products, using the sub-tier's own design rules they
shall demonstrably show they are aligned to the applicable Kongsberg Maritime CM, and contract specific
process requirements.

The Supplier shall maintain complete and up-to-date records of all sub-tier suppliers (used for the contract)
together with their approval status, the Product provided, and the organization and interfaces between the
supplier and the sub-tier.

The Supplier shall assess the capability of its supply chain, and its compliance to the flowed-down
requirements, through an agreed process (including audit).

Any data collected during Supplier supply chain assessment shall be made accessible to Kongsberg Maritime
CM and any regulatory authorities, upon request.

8.4.2 Type and Extent of Control
8.4.2.1 Work Transfers

The supplier shall ensure that the Software Development Environment (SDE) is equivalent at the new location
or that any changes as a result of a move have been assessed to not have an adverse effect on the software
being developed.

The supplier shall define and implement procedures to identify, document, review and authorise any changes to
the software configuration items/artefacts, including:
¢ the validity of a change to be confirmed and the effects on other items to be identified and examined
before a change is accepted;
e methods to notify changes to those concerned, and to show the traceability between changes and
modified parts of software configuration items/artefacts;
e the recording, management and reporting of the status of software configuration items/artefacts,
change requests and the implementation of approved changes;
e only approved changes are made to software configuration items/artefacts;
e changes to the software product made in an operational environment are incorporated into the formal
baseline once the changes have been approved.

The supplier shall obtain Kongsberg Maritime CM authorisation prior to any change to the software.

The Supplier shall ensure changes made to software requirements after Kongsberg Maritime CM review or
approval, but prior to delivery or use in qualification tests, are agreed with Kongsberg Maritime CM.

The Supplier shall ensure that once software has been delivered whether for development or service use, any
change results in a change of the version number or other form of identification.

8.4.2.2 Verification of Externally Provided Processes, Products and Services

If the Supplier intends to incorporate existing software, including Open Source code and Commercial off the
shelf software (COTS) into the software product delivered to Kongsberg Maritime CM (deliverable and non-
developmental), they shall ensure that the software:
e isvalidated as defined in Section 5, depending on the Software Quality Level of the software product in
which it is incorporated;
e s verified to be authentic and does not contain unidentified or unspecified functionality;
¢ has the required functionality and is secure (has no malware).
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8.5 Production and Service Provision
8.5.1 Control of Production and Service Provision

8.5.1.2 Production Process Verification

The Supplier shall have a process for the verification of the products of the various software design,
development and integration phases that:

¢ includes details of the V&V activities in relation to each development phase;

¢ defines the criteria for assessing successful completion of V&V activities;

e defines the facilities, and specific V&V methods, tools, techniques, standards, V&V documentation to
be produced;

e defines the required level of regression V&V activity in the case of error correction or change to the
requirement/design to ensure these have not had a negative impact on other software components;

¢ includes branch and statement analysis (where required by the SQL of the software under test);
¢ defines documented trading of requirements between test vehicles (where required);
e provision for automated testing.

The supplier shall define and implement measures to control test activities that include:
e the establishment, documentation and verification of the configuration of the software product to be
tested, along with any associated hardware;

e auditable and reproducible tests defined and recorded;
e the maintenance of test related documentation, including any test scripts, to allow test repeatability;

e the identification, evaluation for their intended use, configuration and verification of the software test
environment and support tools;

e confirmation that tests are conducted in accordance with approved test plans, specifications and
procedures;

e the identification and justification of all areas to be retested following modification.

The level of software verification performed shall depend on the relevant Software Quality Level for the
Software Product, as outlined in the table in Section 4.

The supplier shall review test results against the expected results. The supplier’s review process shall include:
e provision for confirming that test results are actual and valid;
e the recording of test results as required by the relevant test specifications;
e provision for review and certifying the validity of test reports.

Further requirements for the review of test results are defined in Section 4.

SABRe clause 8.5.1\Supplemental Requirements b) deemed not applicable for software.
SABRe clause 8.5.1\Vision Standards deemed not applicable for software.

8.5.2 Identification and Traceability

The supplier shall produce source code that implements and is traceable to the software design.

The supplier shall define and implement a Software Configuration Management (SCM) process to maintain the
integrity and traceability of software product(s) that includes:
¢ the unique identification of the versions of each software configuration item, that provides for the
following for each version:

e the functional and technical specifications;

e all documents and computer files, including test cases and test results related to the software
configuration item;

e the identification of the software configuration items;
¢ the identification of the build status of software products developed or delivered and installed;
e control and coordination of the update of software products at one or more locations;

e definition of the stage at which software items are to be brought under configuration control;
storage of software artefacts in a Configuration Management system at a software component level with
controlled access.
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8.5.4 Post-Delivery Activities

SABRe clause 8.5.4 deemed not applicable for software.

8.5.5 Post-Delivery Activities

Where the Supplier is responsible for installation and ongoing maintenance of a software project, they shall
notify and obtain approval from Kongsberg Maritime CM for withdrawal from use (abrogation, derogation or
deprecation) of any software package.

The Supplier shall ensure that the withdrawn Software Product has been removed from all required platforms
and that it is no longer accessible to users on those platforms.

8.6 Release of Products and Services

The process for software release to Kongsberg Maritime CM for operational or use during formal test or
completion of a sprint shall ensure that:
e the following configuration items that make up the baseline of the software are identified and issued
(formal release to Kongsberg Maritime CM) and/or baselined (prior to formal test or at the completion of
a sprint that does not result in the finished version of a software product) prior to the software release
and the authority for their release is established:

- All contents of the Software Lifecycle Data (see Section 3.);
- Design models and code files;

- Test specifications (e.g. schedules, procedures and results) are configured, if the
software is to be formally delivered to Kongsberg Maritime CM;

- Build instructions and installation tests;
- Associated software documentation for the specific release;

e confirmation the software is compatible with the end environment in which it is to be distributed;

¢ that only verified copies of the software product are delivered;

e there is adequate support material to identify software configuration and functionality, and to support
delivery, installation, and utilisation as required to satisfy Kongsberg Maritime CM use;

e all support material identifies the version of the released software product to which it is applicable;

e the software is accompanied by an issue reporting and tracking mechanism depending on the SQL, as
defined in Table D3 of Section 3.;

e Identification of the purpose of the release.

The Supplier shall record the following as part of the baseline:
e the status of software, the support environment, and related hardware items;
e the change requests and the implementation of approved changes;
e the support software;
e change or problem report summary;
e associated development and verification tools;
e interfaces to other software products and to target computer hardware;

e the development and target computer environments (hardware and software), including version
numbers;

e details of the relevant software releases and the differences between each release;

e details of problems in the software and their criticality, depending on the SQL, as defined in Table D3 of
Section 3.;

e the software configuration with the target system in which it is installed.
e virus-free declaration:

The supplier shall conduct a review to demonstrate conformity of the software to Kongsberg Maritime CM
requirements, including activities conducted by sub-tiers, prior to release of the software, and any non-
conformance is clearly indicated.
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Activities to be verified at this review include:
¢ all design and development activities, data, and documents are complete and retained in accordance
with SABRe requirements;

e all problem reports and change requests are identified and have been correctly addressed;

e the build instructions to ensure the deliverable object code can be regenerated from the source code;
e software requirement deviations are recorded and approved;

e the software can be loaded into the target computer and initialised;

¢ the software was tested and accepted in accordance with the requirements;

e traceability exists from the software product to the requirements;

e the software and its media are correctly identified and protected from overwrite;

¢ the software and its media are corruption free;

e the software and its media are free of malicious code (e.g., viruses, mal-ware); and- the source code is
identified and under configuration control.

The Supplier shall have a system in place to archive all of the software artefacts associated with the software
product delivered to Kongsberg Maritime CM or baseline of a software product prior to formal test or at the
completion of a sprint.

The Supplier shall validate equipment (including test equipment) and tools that transfer and verify executable
software from computer readable media (e.g., compact disc, server resident files) to the target system to ensure
the integrity of the load operation.

Changes made to software loading instructions shall be verified by personnel who understand the software load
requirements. Changes shall be made in accordance with section 8.4.2.1 of SABRe.

8.7 Control of Nonconforming Outputs

The supplier shall define and implement procedures to maintain control of any software that does not conform
to specified requirements, to ensure that unintended use or delivery is prevented.

The supplier shall provide controls that ensure that non-conforming software is identified, labelled, and
segregated from the main development and any special release of the software is considered as a development
release and stored in a separate location or branch from the main software development.

The supplier shall not deliver nonconforming software without the prior agreement of Kongsberg Maritime CM.

The supplier shall document the nature of the non-conformances and the functions affected and retain all Non-
Conformance records in line with the requirements for document and data retention defined in this document.

10 IMPROVEMENT

10.1 Nonconformity and Corrective Action

The Supplier shall report all component failures to Kongsberg Maritime CM during its development, build or
production pass off testing and any in-service incidents they are made aware of.

©Kongsberg Maritime CM AS 2019 Page 10 of 24 Rev.1.1.4





SABRe

Supplier Management System Requirements

Section 2 — Software Quality Level Assessment

Kongsberg Maritime CM will conduct an assessment to determine the Quality Level of each
software product being developed by a supplier. This considers the impact that may result if the
software does not behave correctly (Failure Condition) and the likelihood that any failure of the
software will be undetected (Dependency Level) and, therefore, result in the failure condition
identified. The objective is to define the rigour to which software is developed to prevent the
occurrence of these potential failure conditions and to consider the level of dependency on the
outputs produced by the software product.

C1 INSTRUCTIONS FOR COMPLETING THE ASSESSMENT:

1. Use the data in the Failure Condition Assessment Table to determine the most
severe failure condition in the software being developed by the supplier being
assessed. The objective of identifying these potential failure conditions is to define
the rigour to which the software is developed to prevent their occurrence. There are a
number of sub-categories for each failure level. Use the tool to find the most severe
failure condition working through each failure level and sub-category from the top of
the list. Once the most severe condition has been identified that part of the
assessment is complete — there is no need to consider all the other levels. Justify the
level that has been selected. A short paragraph is usually sufficient.

2. Use the data in Dependency Assessment Table to determine the most likely
dependency level of the software being developed by the supplier being assessed.
There are a number of sub-categories for each dependency level. Use the tool to find
the most likely dependency condition working through each dependency level and
sub-category from the top of the list. Once the most likely condition has been
identified that part of the assessment is complete — there is no need to consider all
the other levels. Justify the level that has been selected. A short paragraph is usually
sufficient.

3. Use the data in the Software Quality Level Table along with the failure and
dependency levels to determine the Quality Level.

4. Copy the Software Quality Level into the Summary chart.
C2 ADDITIONAL GUIDANCE:

1. When assessing the failure condition and the dependency level consider the range of
uses to which the code is likely to be put over its life-time. It is likely that as tools
become validated and confidence in them grows that their dependency level reduces
(becomes more significant). In these circumstances, it is advisable to choose the
lower dependency level from the outset.

2. The failure condition assessment refers to anomalous behaviour. This generally
refers to errors in the code but may also arise through poor design leading to, for
example, memory leaks or deadlock/race-track conditions and/or incorrect
requirements (e.g. design does not comply with the relevant functional requirement).
Where codes contain a level of physical modelling then the anomaly assessment
shall take account of the accuracy of the tool. If a model has an accuracy of say,
+2%, then it is only an anomaly if the tool fails to deliver that level of accuracy.

3. The failure condition assessment shall also consider the effect of anomalous output
data.
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This template uses the following colour coding:

Text colour Meaning
Black Text which is part of the template and should be retained in the final
document.
<Red> Text that is replaced with correct data — e.g. document number.
Green Notes or other instructions that may be deleted from the final document.

Complete each section of this template, replacing the red text with the appropriate responses
for the software developed by the supplier being assessed.

C3 SOFTWARE QUALITY LEVEL ASSESSMENT SHEET:

Supplier Name <vendor code and name of the supplier>

System Name: <name of software>

Software Quality SQL-<number 1-5> Fill in after completing instructions for completing the

Level: assessment

Retention Category: B

Date of Assessment: <date>

Performed By: <list of attendees and role at the meeting where the assessment was
performed>

Export Control: Fill in the table on each page with the rating that is appropriate to the content of that page. The
cover page should note the most restrictive Export Classification of the document.

This document is subject to the following Export Control information:
Country Export Classification Date

Private — Kongsberg Maritime CM Data

©2019 Kongsberg Maritime CM

The information in this document is the property of Kongsberg Maritime CM and may not be copied, or
communicated to a third party, or used, for any purpose other than that for which it is supplied without the
express written consent of Kongsberg Maritime CM.
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TABLE C1 — FAILURE CONDITION ASSESSMENT
Catastrophic failure. Anomalous behaviour of the software would lead to: Y/N

(i)  One or more fatalities,

A (i) Loss of customer plant (e.g. aircraft, ship, submarine, power station),

(iii) Suspension or cessation of company trading in one or more territories.

Hazardous failure. Anomalous behaviour of the software would lead to: Y/N

(i) Serious or fatal injury to a relatively small number of individuals,

(i) Physical/mental distress and/or personnel safety hazard,

(iii) Excessive workload such that customer operations staff cannot be relied on to perform
their tasks accurately of completely,

(iv) Large reduction in safety margins or functional capabilities of customer plant,

(v) Damage to or loss of control of customer plant and/or equipment,

B
(vi) Loss of major company plant and/or equipment (e.g. test bed, manufacturing cell),
(vii) Removal of regulatory approval to operate customer plant and/or equipment,
(viii) Corruption of a business critical database and/or irretrievable loss of data vital to
company business,
(ix) Significant loss of market or customer confidence in company,
(x) Exposure of the company to litigation (e.g. contractual failure).
Major failure. Anomalous behaviour of the software would lead to: Y/N
(i) A significant reduction in safety margins or functional capabilities of customer plant,
(ii) A significant increase in the workload of customer operations staff of in conditions that
would impair their efficiency,
(iii) Physical/mental discomfort,
(iv) Physical/mental distress, possibly including injuries,
(v) Damage to or loss of control of major company plant and/or equipment,
C (vi) Loss of confidence in a safety case or operating margin leading to significant rework,

(vii) Regulatory imposition of operational limitations (e.g. 10% reduction on allowable
power) on plant or equipment,

(viii) Loss or corruption of data requiring significant cost or delay to recover,

(ix) Mis-informed plant/equipment design decisions or operating instructions with
significant rework,

(x) Total project delays greater than 6 months.
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Minor failure. Anomalous behaviour of the software would lead to: Y/N

(i) Slight reductions in safety margins or functional capabilities of customer plant,

(i) Slight increase in the workload of customer operations staff,

(i) Some physical discomfort,

D (iv) Additional checks and modifications to product at routine maintenance,

(v) Loss or corruption of data requiring recovery,

(vi) Mis-informed plant/equipment design decisions or operating instructions with limited
rework,

(vii) Total project delays greater than 1 week.

Inconsequential failure. Anomalous behaviour of the software would lead to: Y/N

E (i) No measureable impact on safety, business, project or product.

Assess the failure condition using the definitions above, choosing the lowest letter (i.e. most significant)
condition. Enter the resulting failure level below with justification.

Failure Level (A/B/C/D/E):

Justification:
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TABLE C2 — DEPENDENCY ASSESSMENT TABLE
The software is: Y/N

(i) Directly installed and/or embedded in safety critical customer plant,

(i) Used in the creation and/or verification of embedded safety critical software.

Use of the software directly leads to the following with no independent checks on the results
produced: Y/N

() Manufactured parts,

(i) Testresults,

2 (iii) Operating and/or maintenance instructions,

(iv) Designs released to third parties,

(v) System safety case

(vi) Business decisions.

Use of the software directly leads to the following with one or more independent checks on the
results produced: Y/N

(i)  Manufactured parts,

(i) Operating and/or maintenance instructions,

(iii) Designs released to third parties,

(iv) System safety case

(v) Business decisions.

Use of the software contributes indirectly to the following: Y/N

(i) Manufactured parts,

(i) Operating and/or maintenance instructions,

4 (iii) Designs released to third parties,

(iv) System safety case

(v) Business decisions.

The software is not used for any of the above — e.g. for productivity improvements. YN

Assess the dependency of the software/method using the definitions above, choosing the lowest number (i.e.
most significant) dependency. Enter the resulting dependency level below with justification.

Dependency Level
(1/2/3/4/5):

Justification:
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TABLE C3 — SOFTWARE QUALITY LEVEL TABLE

Dependency Level
Failure Level
1 2 3 4 5
A SQL-1 SQL-2 SQL-2 SQL-2 SQL-2
B SQL-2 SQL-2 SQL-2 SQL-3 SQL-3
Cc SQL-2 SQL-2 SQL-3 SQL-4 SQL-4
D SQL-2 SQL-3 SQL-4 SQL-5 SQL-5
E SQL-3 SQL-4 SQL-5 SQL-5 SQL-5

Use the failure and dependency levels from above to determine the Quality Level using the above Table. Enter
the resulting Quality Level below with optional comments. Copy the Quality Level into the summary chart at the
top of this form.

Software Quality Level
(SQL):

Comments:
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Section 3 — Software Life Cycle Data

The Software Lifecycle Data shall include the items listed in Table D1 as a minimum dependent on the SQL
level for the software. The Supplier shall also provide additional lifecycle data mandated by any regulatory
requirements specified by Kongsberg Maritime CM.

TABLE D1 - SOFTWARE LIFECYCLE DATA BY SQL

Software Document/Record SQL 1 SQL 2 SQL 3 SQL4 | sAL5
(see note
1)
Software Development Plan (SDP) X X
Configuration Management Plan X X X. S
Requirements Management Plan that describes the requirements
management process. X X, S
Software Requirements X X X, T
Architectural Design X X, 8T
Detailed Design Description (see notes 2 and 3 below) X xC XCT ¥ o T
Software Verification Plan X
Software Validation Plan (see note 4 below) X X, C
Software Configuration Index X X, T o, T
Design Failure Mode Effects Analysis (see note 5 below) X X o,C O’TC’ 0,8, T
Source code X, T X, T o,T o,T
Software Review/Verification Records X, T X, T X, T o,T
Problem Reports X, T X, T X, T O, C,
Change Records X, T X, T X, T T
Traceability matrix X X, T o,T oT

Key:

X — Data item is mandatory.

O — Data item is optional.

C — Data items may be combined into a single document.

S — Data item may be included in the SDP rather than standalone documents, or the SDP identifies the location
of the other documents.

T — This information may be recorded in a tool rather than in formal documents.

Notes:

1. For software categorised as SQL 1, relevant external standards applicable to the software development
activity, e.g. DO-178C, should take precedence over the documentation requirements detailed in the
Tables in this Section.

2. Within the Detailed Design Description, there shall be traceability from the user requirements to the
solution components required for the assigned Software Quality Level (SQL), as indicated in Table D2.

3. For agile development methodologies, the Detailed Design may contain only the details needed for the
next phase of development. The Kongsberg Maritime CM Technical Approval Authority or an
authorised individual at the supplier as documented in the ESID, in accordance with the criteria defined
in RRES 90009, shall ensure that sufficient design details have been captured for the next phase. The
Design shall be frozen and configured at the completion of the design phase or a sprint.

4. A Software Validation Plan is not required where the software is being embedded in target hardware
and there are higher level parent system requirements that drive the software specific requirements.

5. A Design Failure Mode Effects Analysis is only required where it has not been conducted as part of the
development of the Parent requirements that drive the software requirements. In this instance, it is
mandated for SQLs 1 and 2. Where it is produced for SQL 3 and below, it may be combined with the
detailed design description. See RRES 90009 for further details about this activity.
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TABLE D2 — LEVEL OF REQUIREMENTS TRACEABILITY FROM THE DETAILED DESIGN

Solution SQL1 See note | SQL2 SQL3 SQL4 SQL5
components 1 of Table D1

required

All X X

Critical X X X

Major X X X

The contents of the Software Lifecycle Data shall also contain the following, dependent on the Software Quality
Level of the Software Product to which they relate.

TABLE D3 — GUIDANCE FOR RELEASE SUPPORT MATERIAL AND THE ISSUE REPORTING AND
TRACKING MECHANISM

SaL Support material Issue Reporting and Tracking

SQL 1 | Ensure that the support material is | Copies of all problem report logs and quality escapes are
consistent with all artefacts defined | provided and reviewed by the Technical Authority and agreed
in the Software Lifecycle Data; with Kongsberg Maritime CM prior to release;

SQL 2 | Ensure that the support material is Ensure that problem report logs are accessible to all users and
consistent with the deployed reviewed by the Technical Authority and agreed with Kongsberg
software at all times: Maritime CM prior to release;

Ensure that all user areas are notified of any problem reports
and/or quality escapes as soon as practicably possible;

SQL 3 | Make users aware of known Ensure that problem report logs are accessible to all users and
inconsistencies between the agreed with Kongsberg Maritime CM prior to release;
support material and the deployed Ensure that all user areas are notified of any problem reports
software; and/or quality escapes as soon as practicably possible;

SQL 4 | Make users aware of known Ensure that problem report logs are accessible to most users
inconsistencies between the and agreed with Kongsberg Maritime CM;
support material and the deployed Ensure that all affected user areas are notified of any problem
software; reports and/or quality escapes as soon as practicably possible;

SQL 5 | Make users aware of known Ensure that problem report logs are accessible to major users
inconsistencies between the and agreed with Kongsberg Maritime CM;
support material and the deployed Ensure that all affected user areas are notified of any problem
software; reports and/or quality escapes as soon as practicably possible.
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TABLE D4 — SOFTWARE LIFECYCLE DATA CONTENTS BY SQL

Artefact SQL 1 SQL 2 SQL 3 SQL 4 SQL 5
Configuration Enter details of Enter details of Enter details of Enter details of
Management Plan all configurable | critical and major critical and major critical configurable
items configurable configurable items
items items
Detailed Design Each solution The critical and The critical and The critical solution
component is major solution major solution components are
identified components are components are identified
identified identified
Software Each solution Each critical and Each critical and Each critical solution
Verification Plan component has | major solution major solution components has an
an independent | component has an | component has an | identified verification
verification identified identified case. The same
case verification case. verification case. verification case may
Follow the The same The same be used for multiple

Software
Requirements

Software
Configuration index

requirements
for the
relevant
external
standards.
See note 1 of
Table D1.

verification case
may be used for
multiple
components.

verification case
may be used for
multiple
components.
Multiple
components may
be verified together.

components. Multiple
components may be
verified together.

All configurable
items.

Critical and major

configurable items.

Critical and major
configurable items

Only critical
configurable items.

Identifies the
configuration,
including unique
identifier and
version number,
of all
configurable
items of the
software
product.

Identifies the
configuration,
including unique
identifier and
version number, of
critical and
major
configurable items
of the software
product.

Identifies the
configuration,
including unique
identifier and
version number, of
critical and
major
configurable items
of the software
product.

Identifies the
configuration,
including unique
identifier and version
number, of critical
configurable items of
the software product.
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Section 4 - Criteria for Internal Review and Verification of the Design

Key:

| — Review by an independent reviewer with expert competency.

P — Review by a peer or independent reviewer with expert competency.

A — Review by a peer or independent reviewer with at least advanced competency.
S — No additional approval needed. This may be a self-review.

N — Criteria is not required.

Criteria SQL1 [SQL2 SQL3 | SQL4 |SQL5
Software Design
The goftware architecture complies with the software | N N N N
requirements
The software design complies with the software requirements I I
The goftware architecture requirements are accurate and | N N N N
consistent
The software design requirements are accurate and consistent I I
The software design and architecture is compatible with the | P N N N
target computer
The software design and architecture is verifiable I P P A S
The software design and architecture conforms to the relevant
standards I P P N N
The software design traces to software requirements | P P A
The algorithms are accurate | | P A S
Software partitioning integrity is confirmed I P P A
Code:
Complies with the software architecture I P N N
Is verifiable | N N
Conforms to the relevant coding standards I N N
Traces to the design and verifies that the design requirements N N
have been implemented I l P
Is accurate and consistent I P P N N
Test Procedures
Test procedures are correct.

I P P A S
Test results are correct, valid and discrepancies explained.

I P P A S
Module Test
Test coverage of the Software Design is achieved.

I P P N N
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Criteria SQL1 [ SQL2 SQL3 | SQL4 |SQL5
Test coverage of software structure (modified condition/decision
coverage) is achieved. | N N N N
Test coverage of software structure (decision coverage) is
achieved. | | N N N
Test coverage of software structure (statement coverage) is
achieved. | | P N N
Test coverage of software structure (data coupling and control
coupling) is achieved. | | ) N N
Verification of additional code that cannot be traced to Source
Code is achieved. | N N N N
Integration Test
Output of the software integration process is complete and p P P N N
correct
That the executable object code is produced P P P P N
Complies with the software requirements; P P P P N
Is robust with the software requirements P P P P N
Complies with the software design I I P N N
Is robust with the software design I P N N
Is compatible with the target computer P P P N
Acceptance Test
Test coverage of software requirements is achieved. | P P P N
Test coverage of Kongsberg Maritime CM requirements is
achieved via a test of the operational software as a complete
product prior to delivery to Kongsberg Maritime CM under

" . ; o I P P P N
conditions as representative as practicable of the application
environment, unless agreed otherwise with Kongsberg Maritime
CM.
Test coverage of Kongsberg Maritime CM requirements is
achieved via a test on the representative platform standards to N N P N N
which the solution is deployed.
Test coverage of Kongsberg Maritime CM requirements is N N N A S
achieved via a test on at least one platform.
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Section 5 — Validation of Incorporated Software

Existing software incorporated in the software product delivered to Kongsberg Maritime CM shall be validated in
accordance with the following table, depending on the Software Quality Level of the software product in which it
is incorporated:

SQL 1 Follow the external standards identified in the Software Quality Level Assessment.

SQL 2 Each incorporated software package is validated independently of the others within the software
product delivered to Kongsberg Maritime CM.

The allowable run-time parameters and physical models and their range of validity for each
incorporated software package are recorded in the software’s definition.

The full version number(s) for which each incorporated software package has been validated are
recorded in the software’s definition.

Where one or more incorporated software packages rely on a host environment (e.g. run-time
interpreters, dynamically linked libraries or virtual machines) the full version number(s) for each
host environment are recorded in the software’s definition.

The platform (e.g. hardware and operating system) standard on which each incorporated software
package has been validated is recorded in the software’s definition.

The software validation and software usage statements within the software’s definition are
reviewed by the Kongsberg Maritime CM Software Technical Authority for the software, unless this
has been authorised to a Technical Authority within the Supplier (see requirements related to
Design Technical Authority in RRES 90009 for further details).

Each incorporated software package is revalidated if it is required to run using a new version of
the software, its host environment or platform standard. This applies even if the change is a minor
update or patch.

SQL 3 Critical and major incorporated software packages are validated independently of the others within
the software product delivered to Kongsberg Maritime CM.

The allowable run-time parameters and physical models and their range of validity of the critical or
major software are recorded in the software definition.

The full version number(s) for which each critical or major incorporated software package has
been validated are recorded in the software’s definition.

Where one or more of the critical or major software rely on a host environment (e.g. run-time
interpreters, dynamically linked libraries or virtual machines) the full version number(s) for each
host environment are recorded in the software’s definition.

The platform (e.g. hardware and operating system) standard on which each critical or major
incorporated software package has been validated is recorded in the software definition.

The software validation and software usage statements within the software’s definition are
reviewed by the Kongsberg Maritime CM Software Technical Authority for the software, unless this
has been authorised to a Technical Authority within the Supplier (see requirements related to
Design Technical Authority in RRES 90009 for further details).

Critical and major incorporated software packages are revalidated if the method is required to run
using a new version of the software, its host environment or platform standard. This applies even if
the change is a minor update or patch.

SQL 4 Critical and major incorporated software packages are validated. Software may be bundled
together for validation.

The allowable run-time parameters and physical models and their range of validity of the critical or
major incorporated software package are recorded in the software definition.

The full version number(s) for which each critical or major incorporated software package has
been validated are recorded in the software’s definition.

Where one or more of the critical or major software rely on a host environment (e.g. run-time
interpreters, dynamically linked libraries or virtual machines) the full version number(s) for each
host environment are recorded in the software’s definition.

The platform (e.g. hardware and operating system) standard on which each critical or major
incorporated software package has been validated is recorded in the software’s definition. The
software validation and software usage statements within the software’s definition are

reviewed by at least one peer with at least an advanced level of competence in the software’s
domain (as recognised by the relevant skill owner).

Critical and major incorporated software packages are revalidated if the method is required to run
using a new version of the software, its host environment or platform standard. The validation may
be bundled. Minor updates or patches do not require revalidation.
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SQL 5 The version numbers of the software, its host environment and platform standard are recorded in
the software’s definition.

The software validation and software usage statements within the software’s definition are
reviewed by at least one person with at least an advanced level of competence in the software’s
domain (as recognised by the relevant skill owner). Self-assessment is allowed provided the
competence criterion is satisfied. If not, then an independent reviewer with advanced competence
in the software’s domain is required.

For software with a QL-5 it is recommended that:

Critical and major incorporated software packages are validated. Validation of the software
product delivered to Kongsberg Maritime CM can be used as evidence of validation of the
incorporated software.

Critical and major incorporated software packages are revalidated if it is required to run using a
new version of the software, its host environment or platform standard. Minor updates or patches
do not require revalidation.
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