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AN W E P
CERTIFICATE OF TYPE APPROVAL
ZZMEWIASIE P PR )3 ) B A AL SRR (0 ZE SR A P ASUE 5 i 8107 f (R RE I MR A o

Thisisto certify that the manufacturer stated in the certificate meets the requirements of the standards listed below and is available
with the ability and conditions to produce the products described in the certificate.

%) /Manufacturer
Kongsberg Maritime AS (Kongsberg)
Hht/Address
Kirkegardsveien 45, P.O. Box 483, NO-3605 Kongsberg, Norway
P FRIProduct
Kongsberg Remote Services
FEHhIbR &/Notations
Jo/Nil.

AW h3dE/Approval Standard

1o EATSH (RS 2% 22 438/ ) 2025
China Classification Society Guidlines for Ship Cyber Security,2025
2. IACS UR E27 (Rev. 1)

HTF/Intended for

M /Ships

20284202 )] 16 H/ Feb. 16,2028

Sl HEA 20264£02H 17H
Date Feb. 17,2026

AL AVARYE P B A TR B e FAE TS DUy Ak, 2RI o ARBTHIE T3 RF SO AR AL i 557 A2, L TAE T
SRR TTNAR, AUEAS LM IC R AL AL ANAS NITAS S SR BT IR AL I 2 WA o A5 TR T RAIE TS I 3 S A B I
AR R . ACHE-R U ATEDI AR, 3 CIEM ) Rl A .

This Certificate is issued pursuant to the Rules of the Society and related regulation. All pages of the certificate are taken as a whole and are used simultaneously. No paper
certificate page is valid without bearing the stamp of the Society, no electronic certificates is valid without the digital signature, and no copied form of the certificate is regarded as
valid. Any part of the certificate is not to be extracted or 'nbndged by any umt or 1nd1v1dual in .my form. Related pames who are doubted about the authenucnty of the cemﬁcate
may inquire of the Society or its offices. FO a

Form No: TO1. R 7:71\/Contact Us, }u/1\ﬁ: = 7:7]—JJE/See nfﬁmal web site of the Somety (http //www ccs. org cn) UTN:P026-86861672
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P I4/Pr oduct Description
W AAE 22475/ Marine Network Security Device (M0001)

$#Fr/Name J&YE (ffi) /Value BAE/Unit
5 /Model Kongsberg Remote Services

BAFRRA S /Software Version Listed on the addtional pages

KRG /System Component Listed on the addtional pages

[ 4% 22 42254 /Cyber Security Class SLO

L 4G/ Approved Drawings

P 454t #E 5/ Drawings Approval No. : NP25PPP03051

PN AL 5/ Approval Test Report

IR 25/ Test Report No. :  110-0072446
RI6IR A5 H 1/ Test Report Date :  2025-09-11
XYL AL/ Laboratory: Kongsberg Maritime AS
RGP AL/ Test Address:  Norway

IR 5 i 5/ Test Report No. :  E21229. 00
RIGIR A H I/ Test Report Date : - 2022-03-04
R AL/ Laboratory:  Nemko
RIS A AL/ Test Address:  Norway

R  5 9w 5/ Test Report No. :  E21236. 01
RI& R A H Y/ Test Report Date = 2022-09-07
RIG AL/ Laboratory:  Nemko

R FA I/ Test Address:  Norway

ANAT)SEI B )53 Method of Product I nspection after Approval

T AN AT AN TP S AR 36 1077 4 /The product approved only in term of the rules:

AT G B i G A3 S R S R A AR, FEIEFRNZ ™ AR TTIE B E B — AT 7, dil& T X ™=
MR A AL EL A FE AN AT PR E 5

After approval, product inspection should be carried out by the Manufacturer. Upon satisfactory
inspection, and the Quality Certificate issued by the Manufacturer should be provided to the
purchaser together with the copy of the approval certificate issued by the Society. The manufacturer
should take responsibility for the product being in compliance with the convention, statutory
regulation, the Society rules and the standard accepted by the Society.

INAIPRERSEE M aintenance Requirements of Approval

2

~

LRGN E, Wi/ R EER M4 A RIBRE A ey, B s i E 2R,
fEs B SR e bR A BT e, BRI AT a R, MG R EARR U R SR I d . FRFERL IR LA b
BN, SR ROGEA GRIG AT A, RN AR SEAN R AN AT 4

After type approval, if there are changes to the design, materials used or manufacturing method of
the product and important components and such changes affect major characteristics and properties of
the product, or property indexes of the product are changed and exceed the scope of approval,
related drawings and documents are to be examined and approved by the concerned survey office. Where
deemed necessary by the survey office, the surveyor to the Society will go to witness relevant tests
and conduct inspection and the results should be able to demonstrate compliance with the approval
conditions.

2. L) IR AR R N AR AR 02T, FE SR —3. RS AR R AN, NERA RV
IR A AL

The quality management system of the factory shall be ensure effective operation, and shall be the
same as the situation of approval. If there are any changes to the quality management system,
auditing of the original certification organization for quality management system and the society s
approval shall be obtained

SONFHERARBIAN, W H BT R S ECARMBUE N AT B, T N R R B it .

Within the validity of the approval certificate, if cases occur that may cause the Society to
withdraw the approval, the manufacturer should take corrective actions in a prompt and effective
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manner.

4 TENTNE BN, ARAAGIEN S AT 7E AR & S 0@ A 0 X L = S s i AR AT # A%, DAIGAIE = S (1)
AR B AW E AR B AR, L) BT LR .

Within the validity of the approval certificate, the surveyor to the Society may pay unannounced
audit to the manufacturing process of the product in order to confirm whether it is in compliance
with the drawings and documents approved by the Society. The factory should provide an active
cooperation and necessary for the surveyor.

5. ETIIRMGE B2 AR B — X B B H 1%, B BH I B oA THE B 2 B NS —AFEH, & TEN
1EE S HIE S = H Wit T.

Those who have obtained the certificate should be subject to periodical audit every year. The date
of periodical audit shall be each anniversary date which corresponds to the date of expiry of the
relevant certificate and the periodical audit shall be done within a time span of three months
before and after the annual surveillance date

£ 7¥/Remarks

L. AEP 3T o Btk 5 NP25PPPO305 148, A IE B ASIE 1334 B 0 72 S A7 S A AR R 28 22 42 B3R/ The certificate
issued based on the drawing approval number NP25PPP03051 ,which only covers security capabilities of
Cyber security of the product mentioned

2. AFERSCREANTE A TAE, ALRFTRLVTN, ARG DL K U5 1) S 1 B 16 B 7E 2 7 ) 3R X 4k

This product can support uesed in untrusted networks and does not support wireless access. All
hardware devices and accessible interfaces in the CBS shall be installed in areas with physical
access restrictions

3. WSEBRPE SACAT I RS (R L34 ) OB ANCCS, #5 AR AL W] RS A A A DS BRI, W AR T E AT A
I, ZRFATIE,

Major changes to the type—approved system affecting future deliveries shall be informed to CCS. If
the changes are considered to affect functionality for which rule requirements apply, a new
functional type test may be required, and the certificate may have to be renewed to identify the new
version.

4. L) RIBAGR T S )T R BAIE 22 AT R Ae i JE B AR A5 o B R X 48 22 A TER, 4 1) A L DR AR 22 4 B T SO A R
SN, IRRFAEARM (MM 2 4fam) KIACS UR B27ER,

The manufacturer shall ensure that the development of products meets the cyber security requirements
at each stage of the Secure Development Lifecycle, and develop corresponding procedures and security
update documents that are continuously effective and comply with CCS “Guidelines for Ship Cyber
Security” and IACS UR E27 requirements

5. G ERTE R ARMATISE, DR SCHERERACHEME: CBSTE =G, M Raithib Bl MEXKERS

The following documentation of the specific base individual application is to be submitted for
approval in each case:

- CBS asset inventory;— Topology diagrams;— Test report for configuration of security capabilities.

P AL AR RUp

CCSBergen Office

e AEBESEWI, 1R

Note: The certificate is attached with additional 1 page(s)
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The system description

Kongsberg Remote Services is a tool for Kongsberg certified engineers worldwide to connect to an
installation upon customer request and provide remote support.

In addition to remote support, the system also provides network segmentation and zone boundary
protection of Kongsberg security zones and 3rd party security zones, as specified in Kongsberg
documents with nos.408486 ,by using the K-GSN (Global Secure Network) and standard offshore
NND (node network routers) routers.

The system also includes the MPS (malware protection system) for scanning and cleaning operator
stations and USB storage devices.
The MPS computer, GSN (Global Secure Network) network equipment and interfaced systems shall

be connected as per Connection diagram 110-0001414.

The hardware components

Category Name Type Operating System Version
Malware protection system | ISIC 10” Panel PC Ubuntu 20.04
Network equipment Cisco C892 I0S 15.7.3

Cisco C891-24X I0S 15.7.3

Cisco C1121X-8P IOSEX 17.3.5

Cisco C1000 Switch | IOS 15.2.7

The software information

The system consists of the following main versions:
- GSN router, version 2.2.1.0 ;

- MPS, version 4.3.1 ;

- Remote assist, version 1.1.0.
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