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About this manual

About this manual

Purpose

The purpose of this manual is to provide the information and basic procedures required
for installation of the Kongsberg MDM 500 software.

For more detailed information about the practical use of the product, refer to the
Kongsberg MDM 500 Operator manual or the Kongsberg MDM 500 Reference manual.

Target audience

The manual is intended for technical personnel; qualified maintenance engineers and
technicians. It is assumed that the personnel is conversant with the general principles of
maritime electronic equipment, in particular echo sounder and hydrographic systems.
The personnel must also be familiar with computer hardware, signal processing, interface
technology and traditional troubleshooting on electronic and mechanical products.

We assume that you are familiar with the Windows® 7 operating system, and conversant
with network addressing and communication principles.

Installation instructions

The instructions provided in this manual must be followed carefully to ensure optimal
performance. As a guide, installation procedures are presented in the order they are to
be performed.

Note

The installation instructions given in this document must be adhered to. Failure to do so
may render the guarantee void.

Kongsberg Maritime AS will accept no responsibility for any damage or injury to the
system, vessel or personnel caused by equipment that has been incorrectly installed or
maintained, or by drawings, instructions or procedures that have not been prepared
by us.

Registered trademarks

Windows®, Windows® XP®, and Windows® 7 are either registered trademarks, or
trademarks of Microsoft Corporation in the United States and/or other countries.

EM®, is a registered trademark of Kongsberg Maritime AS in Norway and other
countries.

361018/B 5



Kongsberg MDM 500

MDM 500

Study this chapter to familiarize yourself with the Kongsberg MDM 500.

Topics

System description on page 7
System diagram on page 8
System modules on page 9
Network security on page 11
Scope of supply on page 12
Support information on page 12

Related topics

Software installation on page 13
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System description

The Kongsberg MDM 500 Marine Data Management system is a Windows-based utility
for storage and distribution of the data recorded by the various sensors normally found
on oceanographic research vessels.

These sensors may include instruments such as:
* navigation systems

* weather sensors

* sound propagation sensors

* hydrographic instruments

The MDM 500 collects data from these sensors, and stores the data in a relational
database. All sensors are physically connected to the MDM 500 system through
dedicated Client computers ore are accessible over the LAN. Each Client computer
offers the necessary software drivers to accept and decode the information provided by
the sensors. You can use any number of Client computers on your MDM 500 system.
You can also connect any number of sensors to each Client computer, this is only limited
by the interface capabilities on each computer.

Data may also be distributed to other instruments or computers on board. Each Client
computers offers a remote output. You can add any number of Client Monitor computers
to the network to supervise the data traffic.

Example 1  Data distribution

The exact time received from the GPS system may be distributed to all personal
computers on the network, as well as all to other instruments that need time data.

Position data from the GPS may be distributed to any system on sensor that need
geographic information.

By means of the MDM 500 applications and tools provided, you may select which
sensor to log data from. For each sensor you can define logging parameters, such as
the sampling rate.

All data from sensors without their own logging facility are recorded. From sensors with
their own logging facility, usually only a reduced data set is recorded.

The MDM 500 provides a selection of either alphanumerical or graphical data for
on-line monitoring. Reports based on the data stored in the database can be generated,
either as standard reports or custom reports via an open database connectivity (ODBC)
protocol interface.
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System diagram

A simplified system diagram is provided.

Figure I MDM 500 Marine Data Management

20 O

(CD022400-001)

A This is the Client computer.

Any number of Client computers may be used in a MDM 500 system. Any number
of peripheral sensors may be connected to each Client computer by means of
serial or Ethernet lines. Each Client computer runs the MDM 500 Client Manager
software, as well as any tool applications that are required. The Client Manager
software also provides the necessary drivers to accept and decode the information
from the sensors.

B This is the Client Monitor computer.

Any number of Client Monitor computers may be used in a MDM 500 system. No
sensors are connected to this computer. The MDM 500 Client Manager software
allows you to monitor the information provided by any sensor connected to the
network.

8 361018/B



MDM 500

C This is the MDM 500 Server computer.

Only one Server computer is used in the MDM 500 system. he Server computer
runs the MDM 500 Server Manager software, as well as any tool applications that
are required. The Server computer also provides the database application supported
by the necessary data storage hardware.

Normally, no sensors are connected to this computer. However, it is possible to
install the Client Manager software on the Server computer, and thus allow this
computer to have two roles in the system. The relevant sensors are then connected
directly to the Server computer.

D This is an external sensor.

Any number of external sensors can be connected to the Client computer by means
of serial or Ethernet lines. The number of sensors is only limited by the interface
capabilities on the Client computer. Several different sensor types may be connected
to collect navigation, weather, sound propagation or hydrographic data.

System modules
Topics

* Hardware on page 9

* [Interchangeability on page 9
» Software on page 10

Hardware

The design philosophy for the MDM 500 is to use standard high-end personal computers
both for the MDM 500 main server, spare server and MDM 500 client computers.

All MDM 500 software will run under any personal computer with the Windows 7
operating system.

All data equipment belonging to the MDM 500 system, including the hubs must be
connected to a uninterrupted power supply.

Interchangeability

The hardware can be upgraded with parts approved by Kongsberg Maritime without
changing any MDM 500 software.

New sensors and/or instruments are added by installing a new driver on the relevant
Client computer. All interface configuration is done on the Client computer, while other
logging parameters are defined on the Server computer.
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Software

The following software applications, modules and drivers are implemented:

1

10

MDM 500 Server Manager

This is the main software application on the MDM 500 Server computer. It provides
a relational database management system for storing sensor data and reduced data
sets from single- and multibeam echo sounders. It also controls the data recording
and distribution, as well as the overall system performance. A Display Driver
module allows the software to communicate with you.

MDM 500 Tools

A set of tool applications is available for dedicated purposes.
« SVP Editor

* SVP Manager (no longer used, replaced by SVP Editor)

* Report Manager

» Watchdog

MDM 500 Client Manager

This is the main software application that runs on the Client and Client Monitor
computers. The Client Manager holds all the Sensor Drivers to render possible the
data inputs from the peripheral sensors and instruments. It also provides an Output
Data Formatter to distribute the sensor data on the internal MDM 500 format. A
Display Driver module allows the software to communicate with you.

The Output Data Formatter also provides an auxiliary data output to the network.

For use on a Client Monitor computer, the Client Manager includes a Input Data
Decoder module. This module will convert the sensor data from the internal MDM
500 format to formats fitted for supervision.

The MDM 500 Client Manager can be started in different modes:
* Normal mode: this is the mode described in this manual.

* Floating mode: in this mode you can show more than six sensor forms
simultaneously, and they can be moved freely around the screen.

Floating mode is started by adding the parameter —floating when starting the
Client Manager.

» Debug mode: this is a special mode used for debugging. In this mode a log file
mdm. log is created in the folder Mpm 500 under %AppData%

Note

The log file is not deleted automatically and can become very large. Do not use
Debug mode for normal operation, it is provided for investigation of problems.

Debug mode is started by adding the parameter —debug when starting the Client
Manager.
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Network security

Equipment manufactured by Kongsberg Maritime are frequently connected to the ship's
local area network. Connecting any computer to a network will always expose the data
on that computer to all other computers connected to the network. Several threats may

immediately occur:

* Remote computers can read the data.
* Remote computers can change the data.

* Remote computers can change the behaviour of the computer, for example by
installing unwanted software.

Usually, two parameters are used to define the threat level:
* The likelihood that any remote connection will do any of the above.
* The damage done if a remote connection succeeds doing this.

Because Kongsberg Maritime has no information regarding the complete system
installation on any vessel, we can not estimate the threat level and the need for network
security. For this reason, we can not accept responsibility for network security. Systems
provided by Kongsberg Maritime are regarded as stand-alone systems, even though they
may be connected to a network for sensor interfaces and/or data distribution.

Important

No safety applications are installed on any Kongsberg Maritime computers to protect
these against viruses, malware or unintentional access from external users.

Securing the MDM 500 itself has no meaning unless there is a policy in place that
secures all computers in the network, including physical access by trained and trusted
users. This must always be a task for the customer to implement.

If you wish to connect the MDM 500 to the ship's network, you must implement the same
security mechanisms on the MDM 500 computer(s) as for the rest of the network. In
the tentative standard from Det Norske Veritas (DNV) - Integrated Software Dependent
System (DNV-OS-D203) — this is described as a task for the network responsible person in
charge of the overall behaviour of the network system. Some key elements here must be:

* The same anti-virus protection on all computers, including routines for updating
this protection.

* The same settings for the firewall on all computers.

» Controlled physical access to computers on the network.
* Trusted operators.

* Log-in access mechanisms

» Same policy for attaching peripheral equipment to the computers (USB devices,
hard drives etc)

* Installation of programs on any computer in the network, verification that each
program is authentic.

* Definition of which programs are allowed to run on each computer.

361018/B 11
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* Logging mechanism of computer activity, and inspection of these logs.

How to define and implement these rules depends on each end user's network system
configuration, which again must be a result of the policies and threat levels the end user
has defined for the complete installation. For some products the network consists of only
processor units or work stations, transceivers and a few sensors. On other vessels, larger
computer systems can be installed to include numerous products and data systems. As
the DNV-OS-D203 suggests, there must be one responsible person for the security of

a system, large or small.

Scope of supply

A typical Kongsberg MDM 500 Marine Data Management will comprise the following
items:

1  Software dongle

2 DVD with database software

3 CD with MDM 500 software

Optionally, the following items may be provided:
1  Server computer

Typically, a Hydrographic Work Station (HWS) computer is provided. Keyboard
and mouse is included.

2 Client computer(s)

Typically, a Hydrographic Work Station (HWS) computer is provided. Keyboard
and mouse is included.

3 Colour display(s)

Support information

If you need technical support on the MDM 500 system you must contact a
Kongsberg Maritime office. A list of all our support offices is provided on
http://www.km.kongsberg.com.

You can also contact our main support office in Norway.

* Address: Strandpromenaden 50, 3190 Horten, Norway

* Telephone: +47 33 02 38 00

* Telephone, 24h: +47 815 35 355

* E-mail address: km.hydrographic.support@kongsberg.com

*  Website: http://www.km.kongsberg.com
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Software installation

Software installation

These sections explain how to install and maintain the main operational software on the
Kongsberg MDM 500.

We assume that you are familiar with the Windows® 7 operating system, and conversant
with network addressing and communication principles.

Topics

* QOverall MDM 500 software installation procedure on page 13

* Network setup on page 14

* Software installation procedures on page 14
— Installation of the Microsoft® SQL Database server on page 14
— Installation of the MDM 500 Server Manager on page 17
— Installation of the MDM 500 Client Manager on page 17

Overall MDM 500 software installation
procedure

In order to install the complete Kongsberg MDM 500 system on a Server computer and
one or more Client and Client Monitor computers, observe the following steps. Each
step refers to a more detailed procedure.

1 Install the Microsoft® SQL Database server on the Server computer.
— Installation of the Microsoft® SOQL Database server on page 14

2 Install the MDM 500 Server Manager on the Server computer.
— Installation of the MDM 500 Server Manager on page 17

3  Install the MDM 500 Client Manager on the Client and Client Monitor computers.
— Installation of the MDM 500 Client Manager on page 17

361018/B 13
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Network setup

On most computers delivered from Kongsberg Maritime there are more than one local
area network connection provided. Only one network connection is enabled, the others
are disabled.

If additional network connections are required, they must first be enabled in the operating
system.

Computers delivered from Kongsberg Maritime have been assigned static Internet
Protocol 4 (IP4) addresses, not Dynamic Host Configuration Protocol (DHCP). This has
been done to make sure that the delivered system will work in a stand-alone environment.
Read chapter Network Security in the MDM 500 end user manuals before attaching

the computers to your local area network.

Tip
If the access to the MDM 500 database is lost after changing the network address, it is
most likely because the Open Database Connectivity (ODBC) connection has changed.

In Windows® 7, The ODBC connection can be verified using the following application:
C:\Windows\SysWOW64\odbcad32.exe.
On the System DSN tab, check entry MDM4.

The file c: \windows\System32\drivers\etc\hosts has been edited by Kongsberg
Maritime to allow the use of logical names rather than P4 addresses when
communicating with other MDM 500 computers. If the [P4 addresses are later changed,
for example by allowing DHCP to set the addresses automatically, these entries must be
removed.

Changing the network setup requires that the MDM 500 system must be tested afterwards.
When there is a connection between the Server and the Client computers, and data from
the sensors are stored in the database, the setup has been completed successfully.

Software installation procedures

This section provides the software installation procedures.

Topics

* Installation of the Microsofi® SOL Database server on page 14
 [Installation of the MDM 500 Server Manager on page 17
 Installation of the MDM 500 Client Manager on page 17

Installation of the Microsoft® SQL Database server

Whenever computers are provided by Kongsberg Maritime, the Microsoft® SOL Server
2008 R?2 is provided readily installed.
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Software installation

This procedure explains how to install the Microsoft® SOL Server on a new computer.

Important

Whenever a screen capture is not shown in the instructions, it means that the default
value(s) provided by the relevant dialog shall be used.

1 Insert the DVD labelled Microsoft SOL Server 2008 R2 into the DVD player on
the computer.

2 If the start-up program does not start automatically, start the file sefup.exe on the
DVD.

3 Observe the dialog provided.

Planning LH MNew installation or add features to an existing installation,

Launch a wizard to install SQL Server 2008 B2 in a non-clustered environment or to add

Installati
_— features to an existing SQL Server 2008 R2 instance.

Maintenance
o = MNew SQL Server failover cluster installation
Tools

Launch a wizard to install a single-node SQL Server 2008 R2 failover cluster.

Resources
S Add node to a SQL Server failover cluster
Advanced ¥ ir o ]
f Launch a wizard to add a node to an existing SQL Server 2008 R2 failover cluster,
Options

@" Upgrade from SQL Server 2000, SQL Server 2005 or SQL Server 2008

Launch a wizard to upgrade SQL Server 2000, SQL Server 2005 or SQL Server 2008 to SQL
Server 2008 R2.

"il Search for product updates
Search Microseft Update for SQL Server 2008 R2 product updates,

Click New installation or add features to an existing installation, then click Next.

4  Observe the Product Key dialog provided.

Validate this instance of SQL Server 2008 R2 by entering the 253-character key from the Microsoft
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such
as Evaluation or Express. Evaluation has the largest set of SQL Server features, as documented in SQL
Server Bocks Cnline, and is activated with a 180-day expiration. To upgrade frem cne edition to
another, run the Edition Upgrade Wizard.

() Specify a free edition:
Evaluation

@) Enter the product key:

Enter the serial number found inside the DVD cover, then click Next.

5 Observe the License Terms dialog provided.

T accept the license terms.

& Send feature usage data to Microsoft. Feature usage data includes informatien about your
hardware configuration and how you use SQL Server and its components,

Click the appropriate box to accept the terms, then click Next.
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16

Observe the Feature Selection dialog provided.

Features: Description:

Instance Features

| »

Includes components for

[] Reporting Services
Shared Features
[ Business Intelligence Development Studio
[] Integration Services
[T Client Tools Backwards Compatibility
[ Client Tools SDK
SQL Server Books Online m
Management Tools - Basic
Management Tools - Complete

m

[T 801 _Client Cannectivite SIK

Select All | Unselect Al
Shared feature directory: Ch\Program Files\Microsoft SQL Server', E
Shared feature directory (x86): C\Program Files (x86)\Microsoft SQL Server E

Database Engine Services communication between clients and
7] 5QL Server Replication SETVEFS,
[T] Full-Text Search

[7] Analysis Services

Click to choose the options shown in the screen capture, then click Next.
Observe the Server Configuration dialog provided.

Service Accounts | Collation |

Microsoft recommends that you use a separate account for each SQL Server service.

Service Account Name Password Startup Type
SQL Server Agent NT AUTHORITY\SYSTEM Manual -
SQL Server Database Engine NT AUTHORITY\SYSTEM Automatic | v
SQL Server Browser NT AUTHORITY\LOCA... Disabled -

’ Use the same account for all SQL Senver services ]

Choose the Account Name as shown in the screen capture, then click Next.

Observe the Database Engine Configuration dialog provided.

Account Provisioning | Data Directories | FILESTREAM |

Specify the authentication mode and administrators for the Database Engine,

Authentication Mode
() Windows authentication mode

@ Mixed Mode (SQL Server authentication and Windows authentication)
Specify the password for the SQL Server system administrator (sa) account.
Enter password: "aaeeee

Confirm password: eesesss

Specify SQL Server administrators

HW514-Proto' Operator (Operator) SQL Server

administrators have
unrestricted access to
the Database Engine.

| Add Current User | ’ Add... I [ Remave ]

Set Authentication Mode to Mixed Mode.
Set the password to simrado.

Click Add Current User to add the current user to the list, then click Next.
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Software installation

9  Observe the Complete dialog provided.
This dialog will appear when the installation is complete.

10 Click Close to exit.

Installation of the MDM 500 Server Manager

Whenever computers are provided by Kongsberg Maritime, the MDM 500 Server
Manager is provided readily installed.

This is the procedure explains how to install the MDM 500 Server Manager on a new
computer, or update the installation on an existing Server computer.

1 Insert the CD with the MDM 500 software into the DVD player.
2 Allow the installation wizard to start automatically.

If the CD-ROM does not start immediately, use any file manager application
provided to start program MDM500 Server.exe located on the CD.

3 Follow the instructions provided by the installation wizard.

Installation of the MDM 500 Client Manager

Whenever computers are provided by Kongsberg Maritime, the MDM 500 Client
Manager is provided readily installed.

This is the procedure explains how to install the MDM 500 Client Manager on a new
computer, or update the installation on an existing Client or Client Monitor computer.

1  Start Internet Explorer (or another web browser) on the Client computer.

2 In the address field, enter the URL to the Server computer.

Example 2 Server computer URL
http://MyMDM500Server

3  Follow the instructions provided by the website that opens.

361018/B
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Software maintenance

This chapter provides procedures related to software installation and maintenance.
Topics

* How to restore the operating system on page 18

* How to troubleshoot the device driver software on page 19

Related topics

* Software installation on page 13

How to restore the operating system

Purpose

Each computer provided by Kongsberg Maritime is equipped with a system restore
DVD. This DVD can be used to restore the computer hard disk in case of serious errors
or hard disk replacements.

Note

This procedure will delete all data on your hard disk. Use this procedure only for
emergency restore.

Procedure

Insert the Windows® 7 DVD.

Re-boot the computer.

When prompted, press any key on the keyboard to boot from the DVD or USB disk.
When the first installation screen appears, press Enter.

On the second installation screen, select Repair Computer.

A N A W N =

In the System Recovery Options window that appears, click Restore your computer
using a system image ... and click Next.

Accept the defaults in the Re-image your computer window dialog, and click Next

Follow the on-screen instructions to complete the restore operation.
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How to troubleshoot the device driver
software

The device drivers in the MDM 500 system have been designed using all the information
available. However, since the physical products from third party manufacturers are not
always available to the developers during software testing, there may be ambiguities in
the communication formats from the equipment and in the documentation at hand.

To provide the correct data format, two applications are made available, SerialLogger
and UDPLogger. These applications will log the actual data flow from the sensor to a
file that can be sent to Kongsberg Maritime to help correct the device driver software.

1
2

Insert the CD with the MDM 500 software into the DVD player.

Use any file manager application provided to locate the readme. txt file located on
the CD.

Open the readme. txt to find additional information.

Open a command prompt, and use DOS commands to move to the relevant folder
on the CD.

To collect data from a serial line, run this command from the command prompt:
Seriallogger 2,9600,8,0,1
Replace the communication parameters as required

To collect data from a network interface, run this command from the command
prompt:

UDPLogger 10003
Replace the UDP port as required
Collect the log files, and send them to Kongsberg Maritime.
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